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Abstract

The strength of the TISDAG (Technical Infrastructure for Swedish
Directory Access Gateways) project’s DAG proposal is that it defines
the necessary technical infrastructure to provide a single-access-
poi nt service for information on Swedi sh Internet users. The
resulting service will provide uniformaccess for all information --
the sanme | evel of access to information (7x24 service), and the sane
i nformati on nade avail able, irrespective of the service provider
responsible for maintaining that information, their directory service
protocols, or the end-user’s client access protocol.
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1.0 I ntroduction
1.1 Project Coal

The overarching goal of this project is to devel op the necessary
technical infrastructure to provide a single-access-point service for
searchi ng for whitepages information on Swedish Internet users. The
service nmust be uniformfor all information -- the sane |evel of
access to information (7x24 service), and the sane whitepages

i nformati on made avail able, irrespective of the service provider
responsi bl e for maintaining that information.

1.2 Executive Summary of Technical Study Result
The strength of the TISDAG project’s DAG proposal is that it defines
the necessary technical infrastructure to provide a single-access-

poi nt service for information on Swedi sh Internet users. The
resulting service will provide uniformaccess for all information --
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the sanme | evel of access to information (7x24 service), and the sane
i nformati on nade avail able, irrespective of the service provider
responsible for maintaining that information, their directory service
protocols, or the end-user’s client access protocol.

I nstead of requiring centralized mrroring of conplete information
records from Swedi sh directory service providers, the DAG system uses
a wel | -defined i ndex object summary of that data, updated at the
directory service provider’s conveni ence. Wen an end-user queries
the DAG the referral information is used (by the end-user’s
software, or by a nodule within the DAG as appropriate) to conplete
the final query directly at the directory service provider’'s system
This ensures that the end-user gets the nost up-to-date conplete

i nformati on, and pronotes the directory service provider’s nain

interest: its service. The architecture of the DAGitself is very
nmodul ar; support for future protocols can be added in the operational
system

1.3 Docunent Overvi ew
This docunent is broken into 5 nmmjor sections:

Requi rements: As a service, the DAG systemw || have several
different types of users. 1In order to be successful, those users
needs (requirenents) nust be net. This in turn defines certain
constraints, or systemrequirenments, that nust be net. This section
ainms to capture the baseline requirenment assunptions to be addressed
by the system and thus |lays the groundwork on which the rest of the
proposed systemis built.

Functional Specification Overview. Wrking fromthe users

requi rements, specific technologies and functionality details are
outlined to architect a systemthat will neet the stated
requirenments. This includes a conceptual architecture for the
system \While the Requirenents section outlines the needs the

di fferent users have for the eventual DAG system inplenenting and

providing the eventual service will entail constraints or conditions
that need to be net in order to be able to participate in the overall
system

Architecture: Once the system has been defined conceptually, a
proposed software architecture is specified to produce the desired
functionality and neet the stated requirenents.

Sof t ware Specifications: This section provides the specifications for
sof tware conponents to neet the architecture described above.
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Service Specifications: Once the software has been designed, the

success of the DAG systemw || rest on its operational
characteristics. Details of service requirenents are given in this
secti on.

1.4 Term nol ogy

DAG CAP: Cdient Access Point -- point of comunication between
client-access software and the DAG system

DAG System The Directory Access Gateway systemresulting fromthe
TI SDAG project. A collection of infrastructural software and
services for the purpose of providing unified access to Swedi sh
whi t epages i nformation.

DAG | P: DAG Internal Protocol -- comuni cation protocol used between
sof tware conponents of the DAG

End- User: People perform ng Wite Pages searches and | ook-ups (via
various forms of client software).

DAG SAP. Service Access Point -- point of communication between the
DAG and WDSP sof t war e.

WDSP: Whi t epages Directory Service Provider -- |SPs, conpanies, or
other interested entities.

Whi t epages Information: Collected infornmation coordinates for
i ndi vidual people. This typically includes (but is not limted to) a
person’s name, and e-nmil address.

2.0 Requirenents

There are 2 primary cl asses of users for the proposed Witepages
di rectory access gateway:

- End-users
- WDSPs

As outlined bel ow, needs of each of these user classes inposes a set
of constraints on the design of the DAG systemitself. Some of the
requi rements shown bel ow are assuned starting criteria for the DAG

servi ce; others have been derived fromdata collected in the

Techni cal Survey or other expertise input.
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2.1 End- User Requirenents

The End-User is to be provided with a specific set of search types:

Name

Nane + Organization

Rol e + Organi zati on

Nane + Locality

Nane + Organi zation + Locality

Rol e + Organi zation + Locality

The search results will, if available, include the follow ng

information for each "hit":

- Full nane

- BE-mai| address
- Role

- Organi zation

- Locality

- Full address
- Tel ephone nunbers

Access to the service nust be avail abl e through reasonabl e and
current protocols -- such that directory-service-aware software can
make use of it seam essly, and there are no reasonabl e technol ogi ca
i npedi nents to making this service useful to all Swedish Internet
users.

Following on that, its responses are expected to be tinely; a
standard search should not take nore tine than the average access to
a web-server

2.2 WDSPs Requi renents

G ven that the WDSPs that participate in this service are already in
t he business of providing a service of whitepages information, they
have certain requirenents that nust be respected in order to nmake
this a successful and useful service to all concerned.

The DAG system nust provide reasonabl e assurances of data integrity
for WDSPs; the information the End-User sees should correspond
directly to that provided by the WOSPs. The DAG system shoul d be
non-preferential in providing whitepages information -- the service
is to the End-User, and the source of whitepages informtion should
not influence the search and informati on presentati on processes.
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The DAG system nust be able to reflect information updates within a
reasonable tinme after receipt fromWSPs; on the flip side, while the
DAG systemwi || function best with regul ar updates from WDSPs, the
updat e and partici pation overhead for WDSPs should be held within
reasonabl e bounds of what the WDSP should do to support regular
access to its information

Furthernmore, given that WDSPs provide directory service information
with an eye to val ue-added service, wherever possible End-Users
shoul d be redirected to the WDSP responsi ble for individual directory
service entries for final and further information.

2.3 DAG System Requirenents

In order to address the requirenments of End-Users and WDSPs, the DAG
systemitself has certain design constraints that nust be taken into
account .

The system nust be inpl enent abl e/ operati onal by Dec 31/98 -- which
inplies that it nust be designed and constructed with already extant
t echnol ogi es.

The Systemw || have certain requirenents for participation -- e.g.,
7x24 WWDSP avail ability.

In terms of scaling, the system should be able to handl e 8M records
at the outset, with a view to handling larger information systens in
the future

The system nust al so be capabl e of extension to other, related
applications (e.g., serving security certificate information).

3.0 Functional Specification
In the Tl SDAG pil otservice we have decided to apply sone limtations
as to what is specified for the DAGIP. These linmitations are
presented in this text in the follow ng manner
TISDAG This is a Tl SDAG comment
3.1 Overview

The conceptual environnent of the DAG system can be described in
three maj or conponents:

- client access software for end-users

- the DAG system core
- WDSP directory service software
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This is illustrated in Figure 3.1

The DAG (Directory Access CGateway) is the infrastructural core of the
service; it mmintains the necessary data and transformati on
facilities to permt the snooth connection of diverse directory
service Client Software to the existing WDSPs’ directory servers.

The key chal l enges in designing this portion of the system are:

Quantity of data -- the quantity of whitepages infornmation that will
be made avail abl e, and diversity of its sources (different WDSPs)

i ntroduce challenges in ternms of finding a structure that will allow
efficient searching, and facilitate the tineliness of updating the
necessary i nformation.

Mul tiplicity of access protocols -- in order to support the use of
exi sting whitepages-aware software with a m ni mrum of perturbation
the DAG systemwi ||l have to present a uniformface in severa

di fferent access protocols, each with its own information search and
representation paradi gm

This specification will outline the follow ng areas:

- the functioning of the DAG core itself

- the interface between the DAG core and End-Users’ Directory Service
Access software

- the interface between the DAG core and Directory Services Servers

3.2 The DAG Core

In order to reduce the quantity of data the DAG itself nust naintain,
and to keep the nmintenance of the whitepages information as cl ose as
possible to the source of information (the WDSPs t hensel ves), the DAG
will only maintain index information and will use "query routing" to
efficiently refer End-User queries to WDSPs for search refinenent and
retrieval of information. Although originally devel oped for the

Whoi s++ protocol, query routing is being pursued in a protocol -

i ndependent fashion in the |ETFs FIND W5 so the choice of this
approach does not |limt the selection and support of whitepages
access protocols.

The DAG will | ook after pursuing queries for access protocols that do
not support referral mechanisnms. In order to achieve the support of
mul ti pl e access protocols and differing data paradi gnms, the DAG wi ||
be geared to specifically support a linmted set of whitepages

queri es.
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Figure 3.1 The role of the DAG system
3.3 dient Interface
The DAG wi || respond to End-User queries in

- e-mail (SMIP)

- WAW (HTTP)

- LDAPv2

- \Whoi s++

- LDAPv3

The DAG wi Il provide responses including the agreed-upon data. For
access protocols that can handle referrals, responses will be data
and/or referrals in that query protocol. These are \Wois++ and
LDAPv3. N.B.: the LDAPv3 proposal defines a referral as a URL; no
limtation is placed on the access protocol. However it cannot be
assunmed that all clients will be able to handle all access protocols,
so only referrals to LDAPv3 servers will be returned.
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3.3.1 Acceptabl e User | nput
User Input is defined in terns of

- Searchabl e Attributes
- Matching semantics
- Character sets

These, in conjunction with the DAG schema, defined in Appendi x A
formthe basis of the required query expression. |ndividual queries
are discussed in nmore detail in the dient Access Point (DAG CAP)
conmponent descriptions for supported protocols.

Supported Query Types

The DAG systemis designed to support fragment-nmatching queries on a
limted set of data attributes -- "Nane", "Organi zational Role",
"Organi zation", and "Locality". The selected perm ssible query
conbi nations of attributes are listed in Table 3.1. Fromthe table
it can be seen that not all conbinations of the three attributes are
supported -- only those that are needed for the desired
functionality.

Synbol Description

N Name

NL Nane + Locality

NO Nane + Organization

NCL Nane + Organi zation + Locality
RO Rol e + Organi zation

ROL Rol e + Organi zation + Locality

Tabl e 3.1 DAG supported queries

The RO and RCOL queries are separated fromthe rest as they are
searches for "virtual" persons -- roles within an organization (e.g.
president, or custoner service desk) for which one nmight want to find
contact information.

Mat chi ng Semanti cs
As befits the individual client query protocols, nore string matching
expressions nmay be provided. The basic semantics of the DAG expect

the following to be available in all client access software (as
rel evant):
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- Full word, exact match
- Word substring match (E.g., "cat" would match "scatter")
- Case-sensitive and case-insensitive matching

TI SDAG. LDAP/ X. 500, supports case-sensitivity as such but sonme of
the nost used attributes, such as the cormonNane attribute, are
defined in the standard to be of the case-insensitive
attributetypes. The inpact on the DAG systemis that even if the
i ndex coll ected froma LDAP/ X. 500 server might have upper and

| ower case letters in the tokens, they can not be handl ed as such
since that would be inferring neaning in something which is
natively regarded as neani ngl ess. The concl usion of the above is
that The Referral Index should be case-insensitive and case-
sensitivity should be supported by the SAPs if the native access
protocol supports it.

Char acter Sets

Wher ever possible, the DAG System supports and pronotes the use of
Uni code Version 2.0 for character sets (see [21]) specifically the
UTF- 8 encodi ng (see Appendix A 2 of [21] or [20]) Accomodation is
made, where necessary, to support the deployed base of existing
sof t war e.

Specifically:

DAG IP: Al internal comrunications using the DAGIP are carried out
in UTF-8.

TI SDAG not just UTF-8, but UTF-8 based on conposed UN CODE
version 2 character encodi ngs.

DAG CAP input: Were specific access protocols permit sel ection of
character sets, DAG CAPs nust support UTF-8. They may additionally
support other anticipated character set encodi ngs.

DAG- SAP conmmuni cations with WDOSPs: Where specific access protocols
permt selection of character sets, DAG SAPs nust support UTF-8 and
use UTF-8 whenever the renote WDSP supports it. They may

addi tionally support other character set encodings.

CIP I ndex Objects: The Index Objects supplied by the WOSPs to the DAG
system shall contain data encoded in UTF-8.

TI SDAG The sane limtation as for DAGIP, that is the basic data

shoul d be UTF-8 encoded conposed UNI CODE version 2 character
encodi ngs.
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3.3.2 Data Qutput Spec
Schenma Definition

The schema used for the DAG service is defined in Appendix A This
is a very basic information schema, intended to carry the necessary
information for the DAG service, and not nore. Although generic
"whi t epages” schema definitions do exist the nore sophisticated and
detailed the infornmation presentation, the nore difficult it is to
map the schenma seam essly across protocols of different paradigns.
Thus, the "KISS" ("Keep it sinple, sir") principle seens appropriate
her e.

I ndi vi dual DAG CAPs define how they express this schema
Referral Definition

For client access protocols that make use of the concept of
referrals, DAG CAP definitions will define the expression of
referrals in those protocols. The DAG | P defines the expression of
referrals (see Appendix O).

Error conditions

Each DAG CAP nmay provide nore detailed error nessages, but will
define minimally the support for the followi ng error conditions:

- unrecogni zed query
- too many hits

Apart fromthese errors, the DAG CAP nay choose to refuse a query by
redirecting the end-user to a different DAG CAP of the sane protocol

3.4 Directory Server Interface

The DAG wi Il use the Comon | ndexi ng Protocol (ClP) server-server
protocol to obtain updated index objects fromWSPs. For query-
routi ng purposes, WDSPs are expected to provide Wois++, LDAPv2 or
LDAPv3 interface to their data (although their preferred access nay
be sonmething conpletely different). N B.: In the responses fromthe
techni cal survey, all respondents currently provide access to their
service in one of these protocols.

In order to provide a useful and uniform service, WDSPs are expected
to provide 7x24 access to their whitepages information. WDSPs are
al so expected to inplenent operations, adm nistration, maintenance,
and provisioning processes designed to mnimze service down tine for
bot h pl anned and unpl anned adm ni strati on and nai nt enance activities.
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4.0 Architecture
4.1 Software Conponents

The conceptual architecture of the DAGis represented in Figure 4.1
General architectural specifications are described bel ow, followed by
i ndi vi dual conponent specifications Sections 5.5 through 5.12.

4.1.1 Internal Conmuni cati ons

Communi cati ons between conponents of the DAG will be by TCP/IP
connections, using the DAG Internal Protocol (DAGIP). DAGIP s
used by DAG CAPs to comunicate with the Referral Index and DAG SAPs.
Thus, the DAG | P defines

- the DAG CAPs’ range of query ability in the Referral Index (to
gather referrals in response to the end-user’s requests)

- the responses (and their formats) of the Referral Index to the
DAG CAP requests

- the DAG CAPs’ range of query ability to the DAG SAPs for pursuing
referrals when the DAG CAP needs to do chaining for the client
access software

- the responses (and their formats) of the DAG SAPs to the DAG CAPs.

The detail of the planned DAGIP is given in Appendix C. The detail
of the DAG CAP--Referral Index and DAG CAP--DAG SAP interactions is
given in the definitions of individual DAG CAPs and DAG SAPs, bel ow
(Sections 5.5 through 5.12).

4.1.2 Referral |ndex

The Referral Index is responsible for maintaining the index of WDSP
information, and providing a list of reasonable referrals in response
to DAG CAP search requests. These "referrals" provide pointers to
identify WDSPs that may have information that matches the end-user’s

query.
4. 1. 3 DAG CAPs

I ndi vi dual DAG CAPs are responsible for providing a particular client
access protocol interface to the DAG service. DAG CAPs receive end-
user queries in a particular query access protocol, convert the
request into a query for the Referral Index ( i.e., expressed in
DAG I P), and then convert the Referral Index's response into a form
that is appropriate for the client access protocol. This nay nean
passi ng back the referrals directly, calling on DAG SAPs to do the
work of translating the referral into results ("chaining"), or a
conbi nati on of both.
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o m e e eoiaoiaoo-- +
|+::::+ |

HTTP  <-->+| | <------ + (Full chai ning) |
| I I I
|+::::+ | |
| | 4o |
| | Referral -->| |
| | Result <--| | +<--> Whoi s++
| | oo
|+::::+ | |

SMIP  <-->+| | <------ + (Full chai ning) |
| I I I
|+::::+ | |
| | 4o |
| | Referral -->| |
| | Result <--| | +<--> LDAPv2
| | oo
|+::::+ | |

WhOi S++<- - >+| | <------ + (Chain LDAPv2/3) |
| I I I
|+::::+ | |
| | 4o |
| | Referral -->| |
| | Result <--| | +<--> LDAPv3
| | oo
|+::::+ | |

LDAPv2 <-->+| | <------ + (Full chai ning) |
| I I I
|+::::+ | |
I I I
|+::::+ | |

LDAPV3 <-->+| | <------ + (Chai n Whoi s++) |
| I I I
|+::::+ | |
I I I
I v I
| Fo e e e e e e o e oo + |
| | Referral |ndex S > Conmon
| | | | I'ndexing Protocol
| R R + | (CP)
o m e e eoiaoiaooo- +

Al internal conmunications are in DAGIP.

Figure 4.1 Conceptual

Dai gl e & Hedberg

Architecture of the DAG

| nf or mat i onal

[ Page 16]



RFC 2967 TI SDAG Cct ober 2000

4.1. 4 DAG SAPs

I ndi vi dual DAG SAPs are called upon (by DAG CAPs) to take DAG
generated referrals and pursue them-- issuing the indicated query at
the specified WDSP service. Results fromindividual WDSPs are
converted back into DAG | P-specific format for the DAG CAP that made
the request. Each DAG SAP is responsible for handling referrals to
WDSPs of a particular protocol (e.g., LDAPv2, Wois++, etc).

4.2 Inmportant Architectural Notes

This section notes sonme of the thinking that has driven the
architectural and software design specification for the DAG system
This helps to provide the context in which to understand the software
specifications that follow, and should give clues for the eventua
extensi on of the DAG system This section also acts, in sonme ways,
as an FAQ (Frequently Asked Questions) section, as the content is
shaped by questions received during the tech spec devel opnment phase.
It attenpts to illum nate context that may not otherw se be apparent
on a first reading of the software specifications.

4.2.1 2 Distinct Functions: Referrals and Chaining

At all tines, it nmust be kept in nmind that the primary function of
the DAG systemis to provide users with referrals to WDSP services
that may have the information they seek. Since it is the case that
not all supported client protocols can handle referrals, the DAG
system al so provides a chaining service to pursue referrals that the
user’'s client software cannot handle itself. This chaining service
does attenpt to natch the user’s query agai nst data from WDSPs, but
this is to be seen as a secondary, or support function of the DAG
system In the perfect future, all access protocols will be able to
handl e all referrals!

4.2.2 Limted Query and Response Senantics

The DAG system does not attenpt to be a chaneleon, or the ultimte
whi t epages query service. It focuses on providing referrals for
information on the linited nunber of query types outlined in the
functional specifications of the DAG service. This nmakes the DAG
system a good place to start a search, but refinenments and detail ed
inquiries are beyond its scope.

4.2.3 Visibility
Gven the limted query syntax of the DAG systemit will not always

be possible to exactly nmatch a query posed to a CAP into a query
posed to a SAP. This will have the effect that for instance a LDAPv2
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client that issues a query to the DAG system which by the DAG system
is chained to a LDAP server might not get the sane results as if the
client where directly connected to the server in question.

4.2.4 Richness of Query senmantics

Even the limted query syntax of the DAG systemis capabl e of
expressing queries that m ght NOT be possible to represent in the
access protocols to the WDSPs. | n these cases the DAG SAP either can
refuse the query or try to ermulate it.

4.2.5 N+M Prot ocol Mappi ngs

As part of the chaining service offered by the DAG system a certain
anount of mappi ng between protocols is required -- in theoretical
terns, there are "N' allowabl e end-user query access protocols, and
"M supported WDSP server protocols. The architecture of the
software is constructed to use a single internal protocol (the
DAG I P) and data schemm, providing a common | anguage between all
conmponents. Wthout this, each input protocol nodul e (DAG CAP) woul d
have to be constructed to be able to handl e every WDSP protocol --
NxM prot ocol mappings. This would nake the system conpl ex, and
difficult to expand to include new protocols in future.

4.2.6 DAG CAPs and DAG SAPs are conpletely independent of each other

For the above reasons, the DAG CAP and DAG SAP nodul es are intended
to be conpletely independent of each other. A DAG SAP responds to a
query that is posed to it in the DAGIP, without regard to the
protocol of the DAG CAP that passed the query.

4.2.7 The Rol e of the DAG CAP

Thus, the DAG CAP is responsible for using the DAGIP to obtain
referral information and, where necessary, chained responses. Were
necessary, it performs adjustnents to acconmodate the differences in
semantics between the DAGIP and its native protocol. This m ght

i nvol ved doing post-filtering of the results returned by the DAG SAPs
since the query issued in DAGIP to the DAG SAP ni ght be "broader"
then the original query.

Thus, the DAG CAP "knows" only 2 protocols: its native protocol, and
the DAG I P.
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4.2.8 The Rol e of the DAG SAP

Simlarly, the DAG SAP is responsible for responding to DAG I P
queries by contacting the designated WDSP server. \Where necessary,
it performs adjustnments to accommodate the differences in semantics

between the DAG IP and its native protocol. These adjustnents m ght
nmean that, as a consequence, the DAG SAP will receive results that do
not match the original query. In such cases the DAG SAP shoul d

attenpt to do post-pruning in order to reduce the nismatch between
the original query and the results returned.

Thus, the DAG SAP "knows" only 2 protocols: its native protocol, and
the DAG I P.

4.2.9 DAGIP is internal

No nodul e outside of the DAG system should be aware of the DAGIP s
construction. End-users use the query protocols supported by DAG
CAPs; WDSPs are contacted using the query protocols supported in the
DAG SAPs.

4.2.10 Expectations

The expectation is that the DAG system although defined as a single
construct, will operate by running nodul es on several different,
perhaps widely distributed (in terns of geography and ownership),
conputers. For this reason, the DAGIP specified in such a way that
it will operate on inter-nachine comruni cations.

4.2.11 Future Extensions
The DAG system architecture was constructed with a specific viewto
extensibility. At any time, an individual conponent may be inproved
(e.g., the Mail DAG CAP may be given a different query interface)
Wi t hout disrupting the system

Additionally, future versions of the DAG system nmay support other
access protocols -- for end-users, and for WDSPs.

5.0 Software Specifications
5.1 Notational Convention
It is always a challenge to accurately represent text protocol in a

printed docunment; when is a newline a "newine", and when is it an
effect of the text formatter?
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In order to be adequately illustrated, this document includes nany
segnents of protocol grammars, sanple data, and sanpl e input/output
in a text protocol. 1In order to distinguish newines that are

significant in a protocol, the synbol
<NL>
is used. For exanple,

This is an exanple of a very long line of input. There is only one
newine in it (at the end), in spite of the fact that this docunent
shows it spanning several lines of text.<NL>

5.2 DAG CAP Basi cs
5.2.1 Functionality

Every DAG CAP nust support the full range of DAG queries, as defined
in 3.3.1.

Each DAG CAP accepts queries in its native protocol. |ndividua
DAG CAP definitions define the expected expression of the DAG queries
in the native protocol

The DAG CAP is then responsible for:

- converting that expression into a query in the DAGIP to obtain
relevant referrals fromthe Referral Index. This m ght nmean that
parts of the original query are disregarded (e.g., if the query
i ncluded attributes not supported by the DAG application, or if the
query al gebra was not supported by the DAG application);

- returning referrals in the client’s native protocol, where
possi bl e;

- expressing the client query to the necessary DAG SAPs, given the
limtations nmentioned above, to chain those referrals not usefully
expressible in the client’s native protocol;

- possibly doing post-filtering on the DAG SAP results; and

- converting the collected DAG SAP results for expression in the
client’s native protocol (and schema, where applicable).

Each DAG CAP defines the nature of the interaction with the end-user
(e.g., synchronous or asynchronous, etc). Additionally, each DAG CAP
must be able to carry out the following, in order to permt |oad-
limting and | oad-bal ancing in the DAG system

- direct the client to a different DAG CAP of the sanme type (for
| oad- bal anci ng)
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- decline to return results because too many referrals were generated
(to discourage data-mning). ldeally, this should include the
generation of a nessage to refine the query in order to produce a
nor e manageabl e nunber of referral s/replies.

DAG CAPs must be capabl e of accepting and respecting DAG SAP service
referrals (for DAG SAP | oad-sharing).

In protocols that permt it, the DAG CAP should indicate to the end-
user which services were unavail able for chaining referrals (i.e., to
indicate there were parts of the search that could not be conpl eted,
and information m ght be m ssing).

TI SDAG Any CAP that receives commands other than queries, |ike
hel p, answers those on its owmn. A CAP should not pass any system
command on to the RI.

5.2.2 Configuration

It must be possible to change the expected address of the DAG CAP by
configuration of the software (i.e., host and port, e-nmil address,
etc).

For DAG CAPs that need to access DAG SAPs for query chaining, for
each type (protocol) of DAG SAP that is needed, the DAG CAP nust be
configurable in terns of:

- at | east one known DAG SAP of every necessary protocol to contact
- for each DAG SAP, the host and port of the DAG SAP software

The DAG CAPs nust al so be configurable in terns of a maxi mum nunber

of referrals to handle for a user transaction (i.e., to prevent data
mning, the DAG CAP will refuse to reply if the query is too general
and too many hits are generated at the Referral 1ndex).

The DAG CAP nust be configurable in terns of alternate DAG CAPs of
the sanme type to which the end-user software nay be directed if this
one is too busy.

5.2.3 Error handling
Apart fromerror conditions arising fromthe operation of the DAG CAP
itself, DAG CAPs are responsible for comunicating error conditions

occurring el sewhere in the systemthat affect the outconme of the
user’'s query (e.g., in the DAGRI, or in one or nore DAG SAPs).
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I f the DAG CAP sends a query to the DAG Rl and receives an error
nmessage, it should attenpt to match the the recei ved DAG errorcode
into its native access protocol’s error codes. The sanme action is
appropriate when the DAG CAP is "chaining" the query to one DAG SAP

There are al so occasi ons when the DAG CAP may have to conbi ne

mul tiple errorcodes into a single expression to the user. Wen the
DAG CAP is "chaining" the query through DAG SAPs to one or nore

WDSPs, situations can arise when there is a mx of responsecodes from
the DAG SAPs. If this happens, the DAG CAP should try to forward
information to the end-user software that is as specific as possible,
for instance which of the WDSPs has not been able to fulfill the
query and why.

See Appendix D for nore information concerning error condition
nmessage nappi ngs.

5.2.4 Pruning of results

Since there is no perfect match between the query syntaxes of the DAG
system on one hand and the different access protocols that the DAG
CAPs and DAG SAPs supports on the other, there will be situations
where the results a DAG CAP has to collect is "broader" then what
woul d have been the case if there had been a perfect match. This

m ght have adverse effects on the systemto the extent that
administrative limts will "unnecessary" be exceeded on WDSPs or that
the collected results exceeds the sizelinmt of the DAG CAP.

Since the DAG CAP is the only part of the DAG systemthat actually
knows what the original query was, the DAG CAP can prune the results
received fromthe DAG SAPs in such a way that the results presented
to the client better matches the original question.

5.3 DAG SAP Basi cs

5.3.1 Functionality
Every DAG SAP nust support the full range of DAG queries, as defined
in 3.3.1. Results nmust be conpl ete DAG schenas expressed in well-
formed DAG IP result fornmats (see Appendix C). Each DAG SAP accepts
queries in DAGIP and converts themto the native schema and protocol
for which it is designed to proxy.
The DAG SAP is then responsible for
- converting the query into the native schema and protocol of the

WDSP to which the referral points. (If the query is not
representable in the native protocol, it nust return an error
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nmessage. If it is emulatable, the DAG SAP can attenpt erulate it
by posing a related query to the WDSP and post-pruning the results
recei ved);

- contacting that WDSP, using the host, port, and protocol
i nformation provided in the referral;

- negotiating the query with the renote WDSP;

- accepting results fromthe WSP, possibly doing post-filtering on
the result set; and

- conveying the results back to the calling DAG CAP using the DAGIP
and its schena.

Note that this inplicitly nmeans that the DAG SAP is responsible for
chai ning and pursuing any referrals it receives from WSP services.
The DAG SAP returns only search results to the DAG CAP that called
it.

5.3.2 Configuration

DAG SAPs must be configurable to accept connections only from
recogni zed DAG conponents.

DAG SAPs that have service limts nust be configurable to redirect
DAG CAPs to alternate DAG SAPs of the sane type when necessary.

5.3.3 Error handling

A DAG SAP nust translate error codes received froma WDSP server to
DAG error codes according to Appendix D

5.3.4 Pruning of results
Since it might not be possible to exactly nap a DAG query into a
query in the access protocol supported by the a DAG SAP, the DAG SAP
should try to translate it into a nore general query (or if necessary
into a set of queries). |If so, the DAG SAP nust then prune the
result set received before furthering it to the DAG CAP.

5.3.5 Constrai nt precedence

Sone constraints, search and case, can appear both as |ocal and

gl obal constraints. |If this happens in a query then the |ocal
constraint specification overrides the global. For a query like the
fol |l ow ng:

fn=l esli e; search=exact and org=t hi nk: search=substri ng

the resulting search constraint for "fn=leslie" will be "exact" while
it for "org=think" will be "substring".
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5.4 The Referral |ndex
5.4.1 Architecture

The Referral Index contains (only) information necessary to deliver
referrals to DAG CAPs based on the query types supported by the DAG
itself. The Referral |Index creates an index over these objects so
that it can respond to DAG CAP queries using the DAGIP. The
information is drawn directly frominteractions with participating
WDSPs’ software, using the Common | ndexing Protocol (ClP).

5.4.2 Interactions with WDSPs (Cl P)

WDSPs that wish to participate in the DAG system nust register

t hensel ves (see Section 5.4.6). Once registered, the Referral Index
will interact with the WDSPs usi ng the Common | ndexi ng Protocol as
defined in [1], using the Index Cbject defined in Section 5.4. 3.

5.4.3 I ndex Object Format

The CI P index object type is based on the Tagged I ndex Cbject as
defined in [12]. Appendix E details the expected content of the
i ndex objects as they are to be provided by the WDSPs.

TI SDAG The tokens in the Tagged I ndex Object should be UTF-8
encoded conposed UNI CODE version 2 character encodi ng.

5.4.4 DAG Internal 1/0

The Referral Index interacts with the rest of the DAG i nternal
nmodul es (DAG CAPs) by listening for queries and responding in the
DAG I P (defined in Appendix C).

5.4.5 The | ndex Server

The Referral Index nust index the necessary attributes of the CIP
i ndex object in order to respond to queries of the formdescribed in
Table 3.1.

The semantics of the chosen CIP object (defined in Appendix E) are
such that a referral to a WDSP server is sent back if (and only if)

- the index object of the WDSP contains all the tokens of the query,
in the attributes specified, according to the logic of the DAGIP
query, and

- all of those tokens are found with a comon tag.
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This neans that a query for the name "Fred Flintstone" (2 tokens)

will yield a referral to a server that has a record for "Fred Amadeus
Flintstone", but not to a WOSP with 2 differently tagged records, for
"Fred Amadeus" and "Julie Flintstone". Depending on the access
protocol being used and the original end-user query, the referral to
the WOSP with "Fred Amadeus Flintstone" may yield a successfu

result, or it may not. But, it is known that the other WDSP woul d
not have yiel ded successful searches. That is, the referral approach
may yield fal se-positive results, but will not niss appropriate
VDSPs.

5.4.6 Configuration

The Referral Index nmust provide the ability to register interested
WDSPs, as outlined in Appendix E

The Referral Index nmust be able to configure the port for DAGIP
conmuni cations. Also, it nmust be configurable to recognize only
regi stered DAG CAPs.

5.4.7 Security

The Referral Index will accept queries only fromrecognized
(registered) DAG CAPs. This will reduce "denial of service" attack
types, but is also a reflection on the fact that the Referral |ndex
uses the DAGIP, (i.e., internal) protocol, which should not be
exposed t o non- DAG software.

The Referral Index nust be able to use authenticated comunication to
recei ve data from WDSPs (see Appendi x E)

5.5 Mai| (SMIP) DAG CAP

This is the default Miil DAG CAP. More sophisticated ones could
certainly be witten -- e.g., for pretty-printed output, or for
handl i ng di fferent phil osophies of case-matching.

Thi s DAG CAP has been designed on the assunption that nmail queries
will be human-generated (i.e., using a mail programtext editor), as
opposed to being queries formul ated by software agents. The input
grammar should therefore be sinple and liberal in acceptance of

vari ations of whitespace formatting.
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5.5.1 Mail DAG CAP I nput

Mai | DAG CAP input is expected to be a regular or M Me-encoded (see
[9] and [10]) SMIP nmil nessage, sent to an advertised mail address.
The mai| DAG CAP parses the nessage and replies to it with a M Me-
encoded nessage containing the results of the DAG search.

One query is accepted per e-mail nessage -- text after a single valid
query has been read is sinply ignored.

The body of the query nessage nust follow the syntax defined bel ow
Note that all input control ternms ("type=", "nane=" etc) are shown in
| ower case for convenience, but could be upper case or nixed case on
i nput .

mai | query
control s

[mI] [controls] nmml terms ml
[mep] "searchtype” [msp] "=" [nsp]
( matchtype /
casetype /
mat cht ype nsp casetype /
casetype nmsp matchtype /
<not hi ng> )
"substring" / "exact"
default: substring
casetype = "ignore" |/ "sensitive
default: ignore

mat cht ype

n/ n-l / n-o/ n-o-l [/ r-o/ r-o-I

—
(9]
—
3
1

n-term

( n-terml-term / |-termn-term
( n-termo-term / o-termn-term)
( n-termo-terml-term/
n-terml-termo-term/
|-termn-termo-term/
|-termo-termn-term/
o-terml-termn-term/
o-termn-terml-term)

( r-termo-term/ o-termr-term)
(r-termo-terml-term/
r-terml-termo-term/

r-o-|

|-termo-termr-term/
|-termr-termo-term/
o-terml-termr-term/
o-termr-terml-term)
[mep] "nanme" [nsp] " [mep] string ml
[mep] "org" [mep] "=" [nmep] string mml

n-term
o-term

Dai gl e & Hedberg | nf or mat i onal [ Page 26]



RFC 2967 TI SDAG Cct ober 2000

l-term = [msp] "loc" [mep] "=" [mep] string mml
r-term = [msp] "role" [mep] "=" [msp] string mml
string = <US-ASClI | or quoted-printable encoded

| SO 8859-1 or UTF-8 except nl and sp>
msp = 1*(sp)
sp =" "
mml = 1*(nl)

nl <l i nebr eak>
The following are valid mail queries:
Exanpl e 1:

searchtype = <NL>
name = thinking cat<NL>

Exanpl e 2:

searchtype = exact ignore<NL>
nanme=t hi nki ng cat <NL>

Exanpl e 3:

rol e=t hi nki ng cat <NL>
org =space col oni zati on<NL>

Exanpl e 4:
name=t hi nki ng cat <NL>
<NL>

<NL>

My signature line follows here in the nost annoying
fashi on <NL>

Note that the follow ng are not acceptabl e queries:
Exanpl e 5:

sear chtype= exact substring <NL>
name = thinking cat <NL>

Exanpl e 6:

nanme=t hi nki ng cat org= freedom fi ghters anonynous<NL>

Dai gl e & Hedberg | nf or mat i onal [ Page 27]



RFC 2967 TI SDAG Cct ober 2000

In Exanple 5, two conflicting searchtypes are given. |In Exanple 6,
no linebreak follows the n-term

5.5.2 Translation fromMiil query to DAGIP
Querying the Referral |ndex
A key elenment of translating fromthe Mail DAG CAP input into the
DAG I P query format is to "tokenize" the input terns into single
token elenments for the DAGIP query. For example, the n-term
name= t hi nki ng cat <NL>

is tokenized into 2 n-tokens:

t hi nki ng
cat

whi ch are then mapped into the followng in the DAG | P query (dag-n-
terns):

FN=t hi nki ng and FN=cat <NL>

The sanme is true for all r-terns, |-terns and o-terns. The primary
steps in translating the mail input into a DAGIP query are

transl ate quoted-printable encoding, if necessary

transl ate base64 encoding, if necessary

t okeni ze the strings for each term

construct the DAG I P query fromthe resulting conponents, as
described in nore detail bel ow

DAG | P constraints are constructed fromthe searchtype information in
t he query.

dag- mat chtype = "search=" <matchtype> /
"sear ch=substring” ; if natchtype not
; specified
dag- casetype = "case=ignore" [/ ; i f casetype not

; specified or
; casetype=i gnore
"case=consi der" ; if casetype=sensitive

constraints = ":" dag-nmatchtype ";" dag-casetype

The terns for the DAG I P query are constructed fromthe tokenized
strings fromthe mail input.
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dag-n-terns
dag-o-terns
dag-1-terns
dag-r-terns

"FN=" n-token O0*( " and FN=" n-token)
"ORG=" o-token O0*( " and ORG=" o-token)
"LOC=" | -token O0*( " and LOC=" | -token)
"ROLE=" r-token O0*( " and ROLE=" r-token)

This neans that the relevant DAG I P queries are formul ated as one of

two types:
dagi p- query =( ( ( n-query / nl-query / no-query /
nol -query ) [" and tenpl at e=DAGPERSON"']": "
dag- mat chtype ";" dag-casetype) /
( ( ro-query / rol-query )
[" and tenpl at e=DAGORGROLE"]": "
dag- mat chtype ";" dag-casetype) )
n- query = dag-n-terns
nl - query = dag-n-ternms " and " dag-l-terns
no- query = dag-n-ternms " and " dag-o-terns
nol - query = dag-n-terns " and " dag-o-terns " and "
dag-I-ternmns
r o- query = dag-r-ternms " and " dag-o-terns
rol -query = dag-r-ternms " and " dag-o-terns " and "

dag-I-ternms
The exanples given earlier are then translated as foll ows.
Exanpl e 1:
FN=t hi nki ng and FN=cat: sear ch=substri ng; case=i gnor e<NL>
Exanpl e 2:
FN=t hi nki ng and FN=cat: sear ch=exact ; case=i gnor e<NL>
Exanpl e 3:

ROLE=t hi nki ng and ROLE=cat and ORG=space and
ORG=col oni zat i on: sear ch=subst ri ng; case=i gnor e<NL>

Queryi ng a DAG SAP

In querying a DAG SAP (irrespective of the protocol of that DAG SAP),
the DAG | P query nust include information about the target WSP
server. This information is drawn fromthe Referral |ndex SERVER-
TO ASK referral information, and is appended to the query as
specified in Appendix C):
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": host =' ' server-info="

quot ed-serverinfo

guot ed- host name

; port=" nunber
: charset =" char set

where the response fromthe Referral |ndex included:

"# SERVER-TO-ASK " server handl e nl
Server-info: " serverinfo nl

" Host-Nanme: " hostnane nl
" Host-Port: " nunber nl
" Protocol: " prot nl

" Source-URlI: " source nl
" Charset: " charset nl
"# END' nl

and the "quot ed- host nane" and "quot ed-serverinfo" are obtained from
"host nane"” and "serverinfo" respectively, by quoting the DAGIP
speci al characters.

For exanple, the referral

# SERVER- TO- ASK dagsyst enD1<NL>
Server-info: o=thinkingcat, c=se<NL>
Host - Nanme: t hi nki ngcat. conmkNL>
Host - Port: 2839<NL>
Protocol : | dapv2<NL>
Source-URI: http://ww.thinkcat.com
Charset: T.61<NL>
# END<NL>

woul d yield the addition

: host =t hi nki ngcat\ . com port =2839; server -i nf o=0\ =t hi nki ngcat\, \
c\ =se; charset=T\. 61

inits query to an LDAPv2 DAG SAP.

(N.B.: See Appendix C for further definitions of the ternms used in
t he SERVER- TO- ASK response).

Note that it is the DAG SAP s responsibility to extract these terns

fromthe query and use themto identify the WDOSP server to be
contacted. See the individual DAG SAP definitions, below.
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5.5.3 Chaining queries in Mil DAG CAP

The Mail DAG CAP has to chain all referrals -- to the Woi s++ DAG
SAP, LDAPv2 DAG SAP, or LDAPv3 DAG SAP as appropriate for the
referral

5.5.4 Expression of results in Miil DAG CAP

The results nmessage is sent to the "Reply-To:" address of the
originating nmail, if available (see [4] for appropriate
interpretation of mail originator headers). The original query is
repeated, along with the nessage-id. The renainder of the body of
the mail nessage is the concatenation of responses fromthe DAG SAP
calls, each result having the WOSP"s SOURCE URI (fromthe referral)
appended to it, and the system nessages al so havi ng been renpved.

At the end of the nessage, the WDSP servers that failed to respond
(i.e., the DAG SAP handling the referral returned the "% 403
I nformati on Unavail abl e" nessage) are listed with their server-info.

5.5.5 Expression of Errors in Mail DAG CAP

If the nmail DAG CAP receives a nmessage that is not parsable using the
query granmmar described above, it returns an explanatory nessage to
the query mail’s reply address saying that the query could not be
interpreted, and giving a description of valid queries.

If the nunber of referrals sent by the Referral Index is greater than
the pre-determ ned maxi mum (for detecting data-m ning efforts, or

ot herwi se refusing over-general queries, such as "FN=svensson"), the
mai | DAG CAP will send an expl anatory nessage to the query mail’s
reply address describing the "over-generalized query" problem
suggesting the user resubnmit a nore precise query, and describing the
list of valid query types.

If the mail DAG CAP receives several different result codes fromthe
DAG SAPs it should represent those in an appropriate manner in the
response nessage.

A mai|l DAG CAP may redirect a connection to another mail DAG CAP for

reasons of |oad-balancing. This is done sinply by forwarding the
mai |l query to the address of the alternate nmail DAG CAP.
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5.6 Wb (HTTP) DAG CAP
5.6.1 Web DAG CAP I nput

The web DAG CAP provides its interface via standard HTTP prot ocol

The general expectation is that the web DAG CAP will provide a form
page with radi o buttons to select "substring or exact match" and
"consi der case or ignore case". Oher information (about nanme, role,

organi zation, locality) is solicited as free-formtext.

The DAG CAP receives queries via an HTTP "post" nethod (the outcone
of the formaction for the page described above, or generated

el sewhere). The rest of this section describes the variables that
are to be expressed in that post. The actual |ayout of the page and
nmost user interface issues are left to the discretion of the buil der
Note that the Wb DAG CAP may be called upon to provide responses in
different content encoding, and rnust therefore address the "Accept-
Encodi ng: " request header in the HTTP connecti on.

Al t hough the Web protocol, HTTP, is not itself capable of handling
referrals, through the use of two extra variables this client is
given the option of requesting referral information and then pursuing
i ndi vidual referrals through the Web DAG CAP itself, as a proxy for
those referrals. This is handled through the extra "control

vari ables" to request referrals only, and to indicate when the
transaction is a continuation of a previous query to pursue a
referral

There has been call to have a "mmchi ne-readabl e" version of the
search output. As HTM. is geared towards visual |ayout, user agents
that intend to do sonmething with the results other than present them
in an HTM. browser have few cues to use to extract the rel evant
information fromthe HIM. page. Also, "minor" visual changes,
acconpl i shed with extensive HITM. updates, can di srupt user agents
that were built to blindly parse the original HTM.. Therefore,

provi sion has been made to return "raw' format results. These are
request ed by specifying "Accept-Content: application/whoispp-
response” in the request header of the HITP nessage to the HTTP
DAG- CAP
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The variabl es that are expected are:

transacti on = "new' / "chain" ; default is "new'. This
; shoul d not be user-settable. It is used
in constructed URLS

resulttype "all" [/ "referrals" ; default is "all

mat cht ype = "substring" / "exact"

casetype = "case ignhore" / "case sensitive"
n-term = string

o-term = string

l-term = string

r-term = string

host-term = string

port-term = string

servinfo-term = string

prot-term = string ; the protocol of the referral
string = <UNI CODE- 2- 0- UTF- 8> / <UNI CODE- 1- 1- UTF-8> /

<| SO 8859- 1>
5.6.2 Translation from Wb query to DAG I P
Querying a DAG SAP Directly
If the transaction variable is "chain", the information in the POST
is used to pursue a particular referral, not do a search of the
Referral Index. The appropriate DAG SAP (deduced fromthe prot-term
is contacted and issued the query directly.

Results fromthis type of query are always full results (i.e., not
referrals).

Querying the Referral |ndex

A key elenment of translating fromthe Web DAG CAP input into the
DAG I P query format is to "tokenize" the input terns into single
token elenments for the DAGIP query. For example, the n-term
nane= t hi nki ng cat

is tokenized into 2 n-tokens:

t hi nki ng
cat

whi ch are then mapped into the followng in the DAG | P query (dag-n-
terns):

FN=t hi nki ng and FN=cat
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The sane is true for the r-term |I-termand o-term

The prinmary steps in translating the HITP input into a DAG | P query
are:

transl ate encodi ngs, if necessary

t okeni ze the strings for each term

construct the DAG I P query fromthe resulting conponents, as
described in nore detail bel ow

DAG | P constraints are constructed fromthe searchtype information in
t he query.

dag- mat cht ype = "search=" <mat chtype> /
"sear ch=substring" ; i f matchtype not
; specified
dag- casetype = "case=ignhore" [/ ; if casetype not

; specified or

; casetype="case ignore"
"case=consi der" ; 1 f casetype=

; "case sensitive"

constraints = ":" dag-nmatchtype ";" dag-casetype

The terns for the DAG I P query are constructed fromthe tokenized
strings fromthe HTTP post input.

dag-n-terns
dag-o-terns
dag-1-terns
dag-r-terns

"FN=" n-token O0*( " and FN=" n-token)
"ORG=" o-token O0*( " and ORG=" o-token)
"LOC=" | -token O0*( " and LOC=" | -token)
"ROLE=" r-token O0*( " and ROLE=" r-token)

This neans that the relevant DAG I P queries are formul ated as one of
two types:

dagi p- query =( ( ( n-query / nl-query / no-query / nol-query )
[" and tenpl at e=DAGPERSON'] ": " dag- mat cht ype
";" dag-casetype) /
( ( ro-query / rol-query )
[" and tenpl at e=DAGORGROLE"] ": " dag- nmat cht ype

;" dag-casetype) )

n- query = dag-n-terns
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nl - query = dag-n-terns " and " dag-l-terns

no- query = dag-n-terns " and " dag-o-terns

nol - query = dag-n-ternms " and " dag-o-terns " and "
dag-I-terns

r o- query = dag-r-ternms " and " dag-o-terns

rol -query = dag-r-ternms " and " dag-o-terns " and "

dag-I-terns
Queryi ng a DAG SAP

In querying a DAG SAP (irrespective of the protocol of that DAG SAP),
the DAG | P query nust include information about the target WSP
server. This information is drawn fromthe Referral |ndex SERVER-
TO ASK referral information, and is appended to the query as
specified in Appendix C

": host =' ' server-info="

quot ed-serverinfo

guot ed- host name "; port =" nunber
";charset =" charset

where the response fromthe Referral |ndex included:

"# SERVER- TO- ASK " server handl e <NL>
Server-info: " serverinfo <NL>

" Host-Nanme: " hostnane <NL>
" Host-Port: " nunber <NL>

" Protocol: " prot <NL>

" Source-URI: " source <NL>
" Charset: " charset <NL>

"# END' <NL>

and the "quot ed- host nane" and "quot ed-serverinfo" are obtained from
"host nane" and "serverinfo" respectively, by quoting the DAGIP
speci al characters.

For example, the referra

# SERVER- TO- ASK dagsyst enD1<NL>
Server-info: o=thinkingcat, c=se<NL>
Host - Name: t hi nki ngcat. conmkNL>
Host - Port: 2839<NL>
Protocol : | dapv2<NL>
Source-URI: http://ww. thinkingcat.com
Charset: T.61<NL>

# END<NL>

woul d yield the addition
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: host =t hi nki ngcat\ . com port =2839; server -i nf o=0\ =t hi nki ngcat\, \
c\ =se; charset=T\. 61

inits query to an LDAPv2 DAG SAP

(N.B.: See Appendix C for further definitions of the ternms used in
t he SERVER- TO- ASK response).

Note that it is the DAG SAP' s responsibility to extract these terns
fromthe query and use themto identify the WDSP server to be
contacted. See the individual DAG SAP definitions, bel ow.
5.6.3 Chaining queries in Wb DAG CAP
If the resulttype was "all", all of the referrals received fromthe
Referral Index are chained using the appropriate DAG SAPs. If only
referrals were requested, the Referral Index results are returned.
5.6.4 Expression of results in Wb DAG CAP
text/htm results
The default response encoding is text/htm. |If the resulttype was

"all", the content of the chaining responses fromthe DAG SAPs,
wi t hout the system nessages, is collated into a single page response,

one result entry per demarcated line ( e.g., bullet item. The FN or
ROLE val ue shoul d be presented first and clearly. The SOURCE URI for

each WDSP referral should be presented as an HREF for each of the
WDSPs results.

At the end of the nessage, the WDSP servers that failed to respond
(i.e., the DAG SAP handling the referral returned the "% 403

I nformation Unavail abl e" nessage) are listed with their server-info.
If, however, the resulttype was "referrals", the results fromthe
Referral Index are returned as HREF URLs to the Wb DAG CAP itself,
with the necessary information to carry out the query (including the
"HOST=", etc, for the referral).
For example, if the original query:

n-term"t hinking cat"
resul ttype="referral s"

drew the following referral fromthe Referral |ndex:

# SERVER- TO- ASK DAG- Ser ver handl e<NL>
Server-|Info: c=se, o=tce<NL>
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Host - Name: answers.tce. conkNL>
Host-Port: 1111<NL>

Prot ocol : | dapv3<NL>
Source-URI: http://some. service. se/
Charset: UTF-8<NL>

# END<NL>

the response woul d be an HTM. page with an HREF HTTP "POST" URL to
the Wb DAG CAP with the follow ng variables set:

n-tern¥"thi nking cat"
transacti on="chai n"
servinfo-terne"c=se, o=tce"
host-ternr"answers. tce. cont
port-term="1111"
prot-term="1dapv3"

The Source-URlI shoul d be established in the response as its own HREF
URI .

appl i cati on/ whoi spp-response Results
| f Accept-Encoding: " HITP request header had the val ue

"appl i cati on/ whoi spp-response”, the content of the HTTP response wil |l
be constructed in the same syntax and attri bute mapping as for the
Whoi s++ DAG CAP

If the resulttype was "all", all the referrals will have been chai ned
by the Wb DAG CAP, and the response will include only full data
records.

If the resulttype was "referrals", then all referrals are passed
directly back in a single response, in correct Wois++ referra
format (conveniently, this is how they are fornmulated in the DAG I P).
Note that this will include referrals to LDAP-based services as well
as \Whoi s++ servers.

5.6.5 Expression of Errors in Wb DAG CAP
A Wb DAG CAP may redirect a connection to another web DAG CAP for

reasons of |oad-balancing. This is done sinply by using an HTTP
redirect.
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Standard Errors

If the web DAG CAP receives a nessage that is not parsable using the
query granmmar described above, it sends an expl anatory HTM. page
saying that the query could not be interpreted, and giving a
description of valid queries.

If the nunber of referrals sent by the Referral Index is greater than
the pre-determ ned maxi mum (for detecting data-m ning efforts, or

ot herwi se refusing over-general queries, such as "FN=svensson"), the
web DAG CAP will send a page with an expl anatory nessage descri bing
the "over-generalized query" problem suggesting the user resubnmit a
nore precise query, and describing the list of valid query types.

| f the web DAG CAP receives nore than one result code fromthe DAG
SAPs, it must represent themall in a appropriate manner in the
response.

appl i cati on/ whoi spp-response Errors

An invalid query is responded to with a sinple text response with the
error: "%500 Syntax Error".

If too many referrals are generated fromthe Referral |ndex, the
sinple text response will have the nessage "% 503 Query too general"

5.7 Whoi s++ DAG CAP
TI SDAG. The system comands pol |l ed-for/-by should elicit the enpty
set as a return value until we better understand the inplications
of doi ng ot herw se.

5.7.1 Whoi s++ DAG CAP | nput

I nput to the Woi s++ DAG CAP foll ows the Wois++ standard ([6]).
Mnimally, the Wois++ DAG CAP nust support the follow ng queri es:

Query Type Expressi on i n Whoi s++

N One or nore "nanme=" and
t enpl at e=USER

NL One or nore "name=" and
One or nore "address-locality=" and tenpl at e=USER

NO One or nore "name=" and
one or nore "organi zati on-nane=" and tenpl at e=USER
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NCL One or nore "name=" and
one or nore "organization-nane=" and
one or nore "address-locality=" and tenpl at e=USER

RO One or nore "org-role=" and
one or nore "organi zati on-nane=" and tenpl at e=ORGROLE

RCL One or nore "org-role=" and
one or nore "organi zati on-nanme=" and
one or nmore "address-locality=" and tenpl at e=ORGROLE

Table 5.1 Al owabl e Whoi s++ Queri es
The followi ng constraints nust be supported for queries:

"search=" (substring / exact)
"case=" (ignore / consider)

If no constraints are defined in a query the default is exact and
i gnore. For exanple,

FN=f oo and | oc=ki sta and fn=bar <NL>

is a perfectly valid Wiwois++ NL query for "Foo Bar" in "Kista".
5.7.2 Translation from Woi s++ query to DAG I P

Querying the Referral |ndex

The Whoi s++ DAG CAP formnmul ates a DAG | P query by forwarding the
search terns received (as defined in Table 5.1).

For exampl e, the above query would be expressed as:
FN=f oo and LOC=ki sta and FN=bar and t enpl at e=DAGPERSON<NL>
Queryi ng a DAG SAP

In querying a DAG SAP (irrespective of the protocol of that DAG SAP),
the DAG | P query nust include information about the target WSP
server. This information is drawn fromthe Referral |ndex SERVER-
TO ASK referral information, and is appended to the query as
specified in appendix C

": host =' ' server-info="

quot ed-serverinfo

guot ed- host name
";charset =

; port=" nunber
" charset
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where the response fromthe Referral |ndex included:

"# SERVER- TO- ASK " server handl e<NL>
Server-info: " serverinfo<NL>

" Host-Nane: " host nane<NL>
" Host-Port: " number <NL>
" Protocol: " prot<NL>

" Source-URI: " source<NL>
" Charset: " charset<NL>
"# END'<NL>

and the "quot ed- host nane" and "quot ed-serverinfo" are obtained from
"host nane"” and "serverinfo" respectively, by quoting the DAGIP
speci al characters.

For exanmpl e, the referral

# SERVER- TO- ASK dagsyst enD1<NL>
Server-info: o=thinkingcat, c=se<NL>
Host - Nanme: t hi nki ngcat. conmkNL>
Host - Port: 2839<NL>
Protocol : | dapv2<NL>
Source-URI: http://ww. thinkingcat.conl
Charset: T.61<NL>

# END<NL>

woul d yield the addition

: host =t hi nki ngcat\ . com port =2839; server -i nf o=0\ =t hi nki ngcat\, \
c\ =se; charset=T\. 61

inits query to an LDAPv2 DAG SAP.

(N.B.: See Appendix C for further definitions of the ternms used in
t he SERVER- TO- ASK response).

Note that it is the DAG SAP' s responsibility to extract these terns
fromthe query and use themto identify the WDOSP server to be
contacted. See the individual DAG SAP definitions, below.

5.7.3 Chaining in Wois++ DAG CAP

The Whoi s++ DAG CAP relies on DAG SAPs to chain any non-Woi s++
referrals (currently, the LDAPv2 and LDAPv3 DAG SAPs).
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5.7.4 Expression of results in Wois++

Results are expressed in Wois++ by collating the DAGIP results
recei ved from DAG SAPs (using the FULL response), and using the
tenplate and attribute mappi ngs defined in Appendi x B. For each
result froma given referral, the SOURCE attribute is added, with the
val ue of the SOURCE-URI fromthe referral.

Any referrals to other Whoi s++ servers provided by the Referral |ndex
are sent directly to the Wi s++ client as follows:

server-to-ask = "# SERVER- TO- ASK " DAG Ser ver handl e<NL>
Server-Handl e: " SERVER-| NFO<NL>
" Host-Nane: " HOST<NL>

" Host-Port: " PORT<NL>
" Protocol: " PROTOCOL<NL>
"# END'<NL>

wher e SERVER-| NFO, HOST, PORT, PROTOCOL are drawn fromthe referral
provided in the DAGIP, and the SOURCE-URI information is |ost.

5.7.5 Expression of Errors in Wois++ DAG CAP

As appropriate, the Wi s++ DAG CAP will express operational errors
follow ng the Wois++ standard. There are 4 particular error
conditions of the DAG systemthat the DAG CAP wi |l handl e as

descri bed bel ow.

When t he Whoi s++ DAG CAP receives a query that it cannot reply to
within the (data) constraints of the DAG it sends an error nessage
and cl oses the connection. The error nessage includes

% 502 Search expression too conplicated<NL>

If the nunber of referrals sent by the Referral Index is greater than
t he pre-determ ned maxi mum (for detecting data-mning efforts, or

ot herwi se refusing over-general queries, such as "FN=svensson"), the
Whoi s++ DAG CAP will send an error message and cl ose the connecti on.

The error message includes

% 503 Query too general <NL>

(N.B.: this is different fromthe "Too many hits" reply, which does
send partial results.)
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A VWhoi s++ DAG CAP may redirect a connection to another Whoi s++ DAG
CAP for reasons of |oad-balancing. This is expressed to the end-user
client software using the SERVER- TO ASK response with appropriate
information to reach the designated alternate DAG CAP.

I f a Whoi s++ DAG CAP recei ves several different response codes from
DAG SAPs it should try to represent themall in the response to the
end- user client.

The proposed mappi ng between DAG | P response codes and Whoi s++
response codes are given in Appendi x D.

5.8 LDAPv2 DAG CAP

5.8.1 LDAPv2 DAG CAP I nput
| nput to the LDAPv2 DAG CAP follows the LDAPv2 standard ([19]).
Mnimally, the LDAPv2 DAG CAP nust support the follow ng queries
(adapted fromthe ASN. 1 granmar of the standard):
Bi ndRequest :: =

[ APPLI CATI ON 0] SEQUENCE {
Version I NTEGER (1 .. 127),

nanme LDAPDN,

aut henti cati on CHO CE {
si nmpl e [0] OCTET STRI NG
kr bv42LDAP [1] OCTET STRI NG
kr bv42DSA [2] OCTET STRI NG

}
}
Bi ndResponse ::= [ APPLI CATI ON 1] LDAPResul t

Sear chRequest :: =
[ APPLI CATI ON 3] SEQUENCE {

basebj ect "dc=se",
scope whol eSubt ree (2),
deref Ali ases ENUVERATED ({
never Der ef Al i ases (0),
der ef I nSear chi ng (1),
der ef Fi ndi ngBaseQbj (2),
der ef Al ways (3)
b
sizeLimt I NTEGER (O .. nmaxlnt),
timeLimt I NTEGER (O .. nmaxlnt),
attrsOnly BOOLEAN,
filter Filter,
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attributes SEQUENCE OF Attri buteType

}
Filter ::=
CHO CE {
and [0] SET OF Filter,
or [1] SET OF Filter,
not [2] Filter,
equal i tyMat ch [3] AttributeVal ueAssertion
substrings [4] SubstringFilter
}
SubstringFilter ::=
SEQUENCE {
type AttributeType,
SEQUENCE OF CHO CE {
initial [0] LDAPStri ng,
any [1] LDAPStri ng,
final [2] LDAPString
}
}

Queries against attributes in the prescribed LDAP standard schena
(see Appendi x B) are accept ed.

N.B., this is a mniml set of supported queries, to achieve the
basi ¢ DAG defi ned queries. An LDAP DAG CAP nay choose to support
nore conplex queries than this, if it undertakes to do the
translation fromthe DAGIP to the LDAPv2 client in a way that
responds to the semantics of those queries.

TI SDAG  Since LDAPv2 didn’t specify any characterset but relied
on X.500 to do so, in practice several different charactersets are
in use in Sweden today. That the LDAPv2 CAP has no way of know ng
whi ch characterset that are in use by a connecting client is a
probl em that the TISDAG project can not sol ve.

Users of the DAG systemw || have to configure their specific
client according to informati on on the Tl SDAG web page. That page
provides very specific information (including port nunber) that
can be given to LDAPv2 users. The LDAP DAG CAP |istening on the
default port (389) will be the LDAPv3 one.
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5.8.2 Translation from LDAPv2 query to DAG I P
Querying the Referral |ndex

The essential stratagem for napping LDAP queries into DAG IP Referra
I ndex queries is to tokenize the string-oriented LDAP
Attribut eVal ueAssertions or SubstringFilters and construct an
appropriate DAG I P token-oriented query in the DAGIP. This wll
generalize the LDAP query and yield fal se-positive referrals, but
shoul d not miss any appropriate referrals.

There are 3 particular cases to be consi dered:

equal i tyMat ch queries
substring queries
combi nati on equalityMatch and substring queries

TISDAG |If the LDAP filter contains a cn-term and no objectcl ass
specification it is unclear if the search is for a person or a
role. Wen this happens the DAG query should cover all bases and
map the query into a query for both people and rol es.

Equal i tyMat ch queries can be handl ed by sinply tokenizing the
Attribut eVal ueAssertions, making one DAG I P query term per token

(using the appropriate DAGSchenma attribute) and carrying out an
exact match in the DAG I P.

Consi der the followi ng exanple, represented in the ASC |
expression of LDAP Filters as described in [13]):

(& (cn=Foo Bar) (objectcl ass=i net Or gPerson))

This query can be represented in the DAG IP as

FN="Foo" and FN="Bar":search=exact <NL>

N. B.

The search is set up to be "case=ignore" (the DAGIP s default)
because the rel evant LDAP schema attributes are all derivatives
of the "nanme" attribute el enment, which is defined to have a case

i nsensitive nmatch

If no objectclass were defined the query in DAGIP woul d have
been

(FN="Foo" and FN="bar") or (ROLE="Foo" and ROLE="bar"):sear ch=exact
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i netOrgPerson is used as the objectclass in this and the foll ow ng
exanpl es, although person or organizational Person could al so have
been used.

This query will yield fal se-positive referrals; the origina
LDAP query should only match agai nst records for which the "cn"
attribute is exactly the phrase "Foo Bar", whereas the DAG I P
query will yield referrals any WDSP cont ai ni ng records that

i nclude the two tokens "foo" and "bar" in any order.

For example, this DAGIP query will yield referrals to WSPs
with records including:

cn: Bar Foo
cn: Le Bar Foo
cn: Foo Bar AB

LDAP substring queries nust also be tokenized in order to construct a
DAG | P query. The additional point to bear in nind is that LDAP
substring expressions are directed at phrases, which obscure
potential token boundaries. Consequently, all points between
substring conponents nmust be considered as potential token
boundari es.

Thus, the LDAP query

(& (cn=bl ack) (o=c*t) (objectclass=inet O gPerson))

coul d be expressed as a DAG IP query with 3 tokens, in a substring
search:

FN=bl ack and ORG=c and ORG-t: sear ch=substri ng<NL>

This query will yield fal se-positive results as the tokenized query
does not preserve the order of appearance in the LDAP substring, and
it doesn’t preserve phrase-boundaries. That is,

ORG=c and ORG=t:search=substring

will match

t abacco

which is not a natch by the LDAP query semanti cs.

Conbi ned Equal ityMatch and Substring queries need special attention.

When an LDAP query includes both EqualityMatch conponents and
substring filter conponents, the DAGIP query to the Referral |ndex
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can be constructed by foll owing the same nechani sms of tokenization

but the whole search will beconme a substring search, as the DAG I P
defines only search types across the entire query for Referral Index
queri es.

Thus,

(& (cn=Foo Bar) (o=c*t) (objectclass=inetO gPerson))
can be expressed as
FN=Foo and FN=Bar and ORG=c and ORG-t:sear ch=substri ng<NL>

Al ternatively, the LDAP DAG CAP coul d conduct two separate queries
and take the intersection (the logical "AND') of the two sets of
referrals returned by the Referral Index.

Note that DAG/ I P can accept phrases for searches -- the query
FN=Foo\ bar<NL> (note the escaped space)

is perfectly valid. However, it would match only those things which
have been tokenized in a way that preserves the space, which is the
enpty set in the case of the data stored here.

Queryi ng a DAG SAP

It is never invalid to use the same substantive query to a DAG SAP as
was used to obtain referral information fromthe Referral |ndex.
However, the over-generalization of these queries may yield excessive
nunbers of results, and will necessitate sone pruning of results in
order to match the returned results against the senmantics of the
original LDAP query. It is the LDAP DAG CAP that is responsible for
this pruning, as it is the recipient of the original query, and
responsi ble for responding to its senmantics.

In concrete terns, when naking the DAG I P query which is to be sent
to a DAG SAP the above nentioned queries are still valid queries,
but an alternative finer-grained query is also possible, nanely:
FN=f oo and FN=bar and ORG=c; search=lstring and ORG=t; search=tstring
Particularly in the case of the LDAPv2 DAG CAP, however, there will
be cause to use LDAP(v2/v3) DAG SAPs. Since these DAG SAPs al so dea
in phrase-oriented data, a | ess-over-generalized query can be passed
to them

FN=Foo\ Bar: search=exact <NL>
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In querying a DAG SAP (irrespective of the protocol of that DAG SAP),
the DAG | P query nust include information about the target WSP
server. This information is drawn fromthe Referral |ndex SERVER-
TO ASK referral information, and is appended to the query as
specified in Appendix C

":host =" quot ed- host nane ';server-info="

quot ed-serverinfo "

; port=" nunber
: charset =" char set

where the response fromthe Referral |ndex included:

"# SERVER- TO- ASK " server handl e<NL>
Server-info: " serverinfo<NL>

" Host-Nane: " host nane<NL>
" Host-Port: " number <NL>

" Protocol: " prot<NL>

" Source-URI: " source<NL>
" Charset: " charset<NL>

"# END<NL>

and the "quot ed- host nane" and "quot ed-serverinfo" are obtained from
"host nane" and "serverinfo" respectively, by quoting the DAGIP
speci al characters.

For example, the referra

# SERVER- TO- ASK dagsyst enD1<NL>
Server-info: o=thinkingcat, c=se<NL>
Host - Nanme: t hi nki ngcat. comcNL>
Host - Port: 2839<NL>
Protocol : | dapv2<NL>
Source-URI: http://ww.thinkingcat.com <NL>
Charset: T.61<NL>

# END<NL>

woul d yield the addition

: host =t hi nki ngcat\ . com port =2839; server -i nf o=0\ =t hi nki ngcat\, \
c\ =se; charset=T\. 61

inits query to an LDAPv2 DAG SAP

(N.B.: See Appendix C for further definitions of the ternms used in
t he SERVER- TO- ASK response).

Note that it is the DAG SAP' s responsibility to extract these terns

fromthe query and use themto identify the WDOSP server to be
contacted. See the individual DAG SAP definitions, bel ow.
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5. 8.3 Chaining queries in LDAPv2 DAG CAP
The LDAPv2 DAG CAP relies on DAG SAPs to resol ve every referral.
5.8.4 Expression of results in LDAPv2

As descri bed above, results from DAG SAPs wi |l have to be post-
processed in cases where the original query was generalized for
expression in DAG I P.

Acceptable results are expressed in the LDAP search response:

Sear chResponse :: =
CHO CE {
entry [ APPLI CATI ON 4] SEQUENCE {
obj ect Nane LDAPDN,
attributes SEQUENCE OF SEQUENCE

{
Attri but eType,
SET OF Attri buteVal ue
} }
result Code, [ APPLI CATI ON 5] LDAPResul t
}
wher e

LDAPDN = DN / “"cn=" (FN/ ROLE) [",0="ORG ", dc=se"
attributes = <all attributes nmapped from DAG schema, and
"obj ect d ass i net Or gPerson",
"obj ect d ass top",
"obj ect d ass person" or
"obj ect d ass organi zati onal Rol e", as
appropriate, and "l abel edURI = <SOURCE- URI >"
for each result froma given referral >

(Where DN, FN, ORG and ROLE are the values fromthe DAG schems).
|.e., where available, the entry’s true DN is used; otherw se (e.g.,
for data com ng from Whoi s++ servers), a reasonable facsinmile is
constructed.

5.8.5 Expression of Errors in LDAPv2 DAG CAP

As appropriate, the LDAPv2 DAG CAP will express system responses
follow ng the LDAPv2 standard.
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Appendi x D gives the proposed nappi ng between DAG | P response codes
and LDAPv2 resultcodes.

There are 4 particular error conditions of the DAG systemthat the
DAG CAP wi Il handl e as described bel ow.

When t he LDAPv2 DAG CAP receives a query that it cannot reply to
within the (data) constraints of the DAG queries, it sends an error
message and cl oses the connection. The error nessage includes the
LDAPv2 resul t Code:

noSuchAttri bute (for incorrect schena attributes)

i nappropriateMatching (when a match type other than those
supported is used, e.g. approxhatch)

unwi | I i ngToPerform (when the query is not one of the
defined types)

If the nunber of referrals sent by the Referral Index is greater than
the pre-determ ned maxi mum (for detecting data-m ning efforts, or

ot herwi se refusing over-general queries, such as "FN=svensson"), the
LDAPv2 DAG CAP will send an error nessage. The error nessage

i ncl udes one of the follow ng resultCodes:

si zeLi m t Exceeded
ti meLi m t Exceeded

An LDAPv2 DAG CAP may redirect a connection to another LDAPv2 DAG CAP
for reasons of |oad-balancing. This is expressed to the end-user
client software using the "umich referral” convention to direct the
client software to an alternate DAG CAP by passing the URL in an
error nessage.

Since a LDAPv2 DAG CAP only can send one resultcode back to a client;
If a LDAPv2 DAG CAP receives several different result codes fromthe
DAG SAPs it will have to construct a resultnessage that to sone
extent represents the conbination of those. It is proposed that in
these cases the followi ng actions are taken:

- Al the response codes are collected
- Each response code are translated into the correspondi ng LDAPv2
resul t code.
- Aresultcode is chosen to represent the collected response on the
foll ow ng grounds:
If "success" is the only resultcode represented after these
steps the return that result code.
If apart from "success" there is one other resultcode represented
return that other resultcode.
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If apart from "success" there are two or nore resultcodes
represented return the resultcode "other".

5.9 LDAPv3 DAG CAP

5.9.1 LDAPv3 DAG CAP I nput

I nput to the LDAPv3 DAG CAP follows the LDAPv3 definition (currently

defined in [17]). Mnimally, the LDAPv3 DAG CAP nust support the
following queries (adapted fromthe ASN. 1 gramrar of the standard):

Bi ndRequest ::= [ APPLI CATI ON 0] SEQUENCE ({
version INTEGER (1 .. 127),
nane L DAPDN,
aut henti cati on Aut henti cati onChoi ce }
Aut henti cati onChoice ::= CHO CE {
sinpl e [0] OCTET STRI NG
-- 1 and 2 reserved
sasl [3] Sasl Credentials }
Sasl Credentials ::= SEQUENCE {
nmechani sm LDAPSt ri ng,
credential s OCTET STRI NG OPTI ONAL }
Bi ndResponse ::= [ APPLI CATI ON 1] SEQUENCE {

COVPONENTS OF LDAPResul t,
server Sasl Creds [ 7] OCTET STRI NG OPTI ONAL }

Sear chRequest ::= [ APPLI CATI ON 3] SEQUENCE ({
basebj ect c=se,
scope whol eSubt ree (2) },
deref Al i ases ENUMVERATED {
never Der ef Al i ases (0),
der ef I nSear chi ng (1),
der ef Fi ndi ngBase(bj (2),
der ef Al ways (3) 1},
sizeLimt I NTEGER (0 .. maxIint),
timeLimt I NTEGER (0 .. maxlint),
typesOnly BOOLEAN,
filter Filter,
attributes Attribut eDescriptionList }
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Filter ::= CHO CE {
and [0] SET OF Filter,
or [1] SET OF Filter,
not [2] Filter,
equal i tyMat ch [3] AttributeVal ueAssertion
substrings [4] SubstringFilter }
SubstringFilter ::= SEQUENCE {
type AttributeDescription
-- at least one nust be present
substrings initial [0] LDAPString,
substrings any [1] LDAPStri ng,

substrings final [2] LDAPString}

Queries against attributes in the proscribed LDAP standard schena
(see Appendi x B) are accept ed.

N.B., this is a mniml set of supported queries, to achieve the
basi ¢ DAG defi ned queries. An LDAP DAG CAP nay choose to support
nore conplex queries than this, if it undertakes to do the
translation fromthe DAGIP to the LDAPv3 client in a way that
responds to the semantics of those queries.

5.9.2 Translation from LDAPv3 query to DAG I P
Querying the Referral |ndex

The essential stratagem for napping LDAP queries into DAG IP Referra
I ndex queries is to tokenize the string-oriented LDAP

AttributeVal ueAssertions or SubstringFilters and construct an
appropriate DAG I P token-oriented query in the DAGschema. This will
generalize the LDAP query and yield fal se-positive referrals, but
shoul d not miss any appropriate referrals.

There are 3 particular cases to be consi dered:

equal i tyMat ch queries
substring queries
combi nati on equal ityMatch and substring queries

TISDAG |If the LDAP filter contains a cn-termand no objectcl ass
specification it is unclear if the search is for a person or a
role. Wen this happens the DAG query should cover all bases and
map the query into a query for both people and rol es.
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Equal i t yMat ch queri es can be handl ed by sinply tokenizing the
AttributeVal ueAssertions, making one DAG I P query term per token
(using the appropriate DAGSchema attribute) and carrying out an exact
match in the DAG I P.

Consi der the followi ng exanple, represented in the ASCI| expression
of LDAP Filters as described in [13]):

(& (cn=Foo Bar) (obj ectcl ass=person))
This query can be represented in the DAG I P as
FN="Foo" and FN="Bar":search=exact <NL>

N. B.

The search is set up to be "case=ignore" (the DAGIP s default)
because the rel evant LDAP schema attributes are all derivatives of
the "nane" attribute elenment, which is defined to have a case
insensitive match

If no objectclass where defined the query in DAG I P woul d have been
(FN="Foo" and FN="bar") or ( ROLE="Foo" and ROLE="bar"):sear ch=exact

Al t hough person is used as objectclass in this and the foll ow ng
exanpl es, inetOrgPerson or organizational Person could al so have been
used.

This query will yield fal se-positive referrals; the original LDAP
query should only nmatch agai nst records for which the "cn" attribute
is exactly the phrase "Foo Bar", whereas the DAGIP query will yield
referrals any WDSP contai ning records that include the two tokens
"foo" and "bar" in any order.

For example, this DAGIP query will yield referrals to WOSPs with
records including:

cn: Bar Foo
cn: Le Bar Foo
cn: Foo Bar AB

LDAP substring queries nust also be tokenized in order to construct a
DAG | P query. The additional point to bear in nind is that LDAP
substring expressions are directed at phrases, which obscure
potential token boundaries. Consequently, all points between
substri ng conponents nmust be considered as potential token
boundari es.
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Thus, the LDAP query
(& (cn=bl ack) o=c*t) (objectclass=person))

shoul d be expressed as a DAG I P query with 3 tokens, in a substring
sear ch:

FN=bl ack and ORG=c and ORG=t:sear ch=substri ng<NL>

This query will yield fal se-positive results as the tokenized query
does not preserve the order of appearance in the LDAP substring, and
it doesn’t preserve phrase-boundaries. That is,

ORG=c and ORG=t:search=substring

will match

t abacco

which is not a natch by the LDAP query semanti cs.

Conbi ned Equal ityMatch and Substring queries need special attention.
When an LDAP query includes both EqualityMatch conponents and
substring filter conponents, the DAGIP query to the Referral |ndex
can be constructed by foll owing the same nechani sms of tokenization
but the whole search will beconme a substring search, as the DAG I P
defines search types across the entire query.

Thus,

(& (cn=Foo Bar) (o=c*t) (objectclass=person))

can be expressed as

FN=Foo and FN=Bar and ORG=c and ORG-t: sear ch=substri ng<NL>

Al ternatively, the LDAP DAG CAP coul d conduct two separate queries
and take the intersection (the logical "AND') of the two sets of
referrals returned by the Referral |ndex.

Note that DAG I P can accept phrases for searches -- the query
FN=Foo\ bar <NL> (note the escaped space)

is perfectly valid. However, it would match only those things which

have been tokenized in a way that preserves the space, which is the
enpty set in the case of the data stored here.
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Queryi ng a DAG SAP

It is never invalid to use the same substantive query to a DAG SAP as
was used to obtain referral information fromthe Referral |ndex.
However, the over-generalization of these queries may yield excessive
nunbers of results, and will necessitate sone pruning of results in
order to match the returned results against the senmantics of the
original LDAP query. It is the LDAP DAG CAP that is responsible for
this pruning, as it is the recipient of the original query, and
responsi ble for responding to its senmantics.

In concrete terns, when naking the DAG I P query which is to be sent
to a DAG SAP the above nentioned queries are still valid queries,
but an alternative finer-grained query is also possible, nanely:

FN=f oo and FN=bar and ORG=c; search=lstring and ORG=t; search=tstring

In querying a DAG SAP (irrespective of the protocol of that DAG SAP),
the DAG | P query nust include information about the target WSP
server. This information is drawn fromthe Referral |ndex SERVER-
TO ASK referral information, and is appended to the query as
specified in Appendix C):

"host ='
quot ed-serverinfo

guot ed- host nane
";charset =

; port=" nunber
" charset

' server-info="

where the response fromthe Referral |ndex included:
"# SERVER- TO- ASK " serverhandl e <NL>
Server-info: " serverinfo<NL>

" Host-Nane: " host nane<NL>
" Host-Port: " number <NL>

" Protocol: " prot<NL>

" Source-URI: " source<NL>
" Charset: " charset <NL>

"# END'<NL>

and the "quot ed- host nane" and "quot ed-serverinfo" are obtained from
"host nane"” and "serverinfo" respectively, by quoting the DAGIP
speci al characters.

For example, the referra

# SERVER- TO- ASK dagsyst enD1<NL>
Server-info: o=thinkingcat, c=se<NL>
Host - Name: t hi nki ngcat. conmkNL>
Host - Port: 2839<NL>
Protocol : | dapv2<NL>
Sour ce- URI : htt p: // ww\ t hi nki ngcat . se/
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Charset: T.61<NL>
# END<NL>

woul d yield the addition

: host =t hi nki ngcat\ . com port =2839; server -i nf o=0\ =t hi nki ngcat\, \
c\ =se; charset=T\. 61

inits query to an LDAPv2 DAG SAP.

(N.B.: See Appendix C for further definitions of the ternms used in
t he SERVER- TO- ASK response).

Note that it is the DAG SAP s responsibility to extract these terns
fromthe query and use themto identify the WOSP server to be
contacted. See the individual DAG SAP definitions, below.

5.9.3 Chai ning queries in LDAPv3 DAG CAP

The LDAPv3 DAG CAP relies on DAG SAPs to resolve all referrals except
those to LDAPv3 servers (i.e., Wois++ referrals, currently).

5.9.4 Expression of results in LDAPv3

As descri bed above, results from DAG SAPs wi ||l have to be post-
processed in cases where the original query was generalized for
expression in DAG IP. Acceptable results are expressed in LDAPv3
nmessages containing search result entries (see the standard for nore
detail):

SearchResul tEntry ::= [ APPLI CATI ON 4] SEQUENCE ({
obj ect Nane L DAPDN,
attributes Partial AttributelList }
Partial AttributelList ::= SEQUENCE OF SEQUENCE {

type Attribut eDescri ption,
val s SET OF Attri buteVal ue }

Sear chResul t Ref erence ::= [ APPLI CATI ON 19] SEQUENCE OF LDAPURL
-- at | east one LDAPURL el ement nust be present

Sear chResul t Done :: = [ APPLI CATI ON 5] LDAPResul t
wher e

LDAPDN = DN/ "cn=" (FN'ROLE) [",0=" ORG ", dc=se"
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attributes = <all attributes napped fromthe DAG schemn, and
"obj ect O ass = i net OrgPerson”,
"obj ect O ass = person",
"objectCl ass = top" or
"obj ect O ass = organi zati onal Rol e", as
appropriate, and "l abel edURI = <SOURCE- URI >"
for each result froma given referral >
LDAPResul t = success

(Where DN, FN, ROLE, and ORG are the values fromthe DAG schema).

|.e., where available, the entry’s true DN is used; otherw se (e.qg.,
for data com ng from Whoi s++ servers), a reasonable facsinmile is
construct ed.

Referral URLs are constructed fromthe DAG | P s SERVER- TO- ASK
informati on as foll ows:

refurl = "ldap://" HOST [":" PORT] "/" (SERVER-1NFO / "dc=se")

The intention is that WDSPs using LDAPv3 servers will provide an
appropriate LDAPDN for their server in the SERVER-INFO. Cients are
then expected to repeat their query at the server designated by this
URL (i.e., the refURL does not include the query).

5.9.5 Expression of Errors in LDAPv3 DAG CAP

As appropriate, the LDAPv3 DAG CAP will express operational errors
follow ng the LDAPv3 standard. There are 4 particular error
conditions of the DAG systemthat the DAG CAP wi |l handl e as
descri bed bel ow.

When t he LDAPv3 DAG CAP receives a query that it cannot reply to
within the (data) constraints of the DAG queries, it sends an error
message and cl oses the connection. The error nessage includes the
LDAPv3 resul t Code

noSuchAttri bute (for incorrect schena attributes chosen)
i nappropriateMatching (when a match type other than those
supported is used e.g., approxhatch)

unwi | I i ngToPerform (when the query is not one of the defined

types)

If the nunber of referrals sent by the Referral Index is greater than
the pre-determ ned maxi mum (for detecting data-m ning efforts, or

ot herwi se refusing over-general queries, such as "FN=svensson"), the
LDAPv3 DAG CAP will send an error nessage. The error nessage

i ncludes the follow ng resultCode:
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adm nLi m t Exceeded

An LDAPv3 DAG CAP may redirect a connection to another LDAPv3 DAG CAP
for reasons of |oad-balancing. |In this case, the LDAPv3 DAG CAP
sends a result nessage including only

Sear chResul t Ref erence ::= [ APPLI CATION 19] Al tURL
SearchResul tDone ::= referra

wher e

AltURL = "ldap://" <althostport> ":" <altbase>

Since a LDAPv3 DAG CAP only can send one resultcode back to a client;
If a LDAPv3 DAG CAP receives several different result codes fromthe
DAG SAPs it will have to construct a resultnessage that to sone
extent represents the conbination of those. It is proposed that in
these cases the followi ng actions are taken:

- Al the response codes are collected
- Each response code are translated into the correspondi ng LDAPv3
resul t code.
- Aresultcode is chosen to represent the collected response on the
foll ow ng grounds:
If "success" is the only resultcode represented after these steps
the return that result code.
If apart from "success" there is one other resultcode represented
return that other resultcode.
If apart from "success" there are two or nore resultcodes
represented return the resultcode "other".

5. 10 Whoi s++ DAG SAP
5.10.1 | nput

The \Whoi s++ DAG SAP expects valid DAG | P comunications. Queries
must include referral information (see bel ow) and search terns that
conformto the DAG al |l owed query types (e.g., not searches for
organi zati on al one, etc).

The referral information is added to the end of the DAG SAP query, as
defined in the DAG CAP definition sections:

":host=
quot ed-serverinfo

guot ed- host name
";charset =

; port=" nunber
" charset

' server-info="
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5.10.2 Translation fromDAGIP to Woi s++ query

The HOST and PORT information are used to make a TCP/ | P- based
connection to the renote (presuned) Wois++ server. The query
expressed to the renote Woi s++ server is the renminder of the DAG I P
query the \Woi s++ DAG SAP received, with the followi ng tenplate ID
transl ati ons:

t enpl at e=DAGPERSON becones tenpl at e=USER

and

t enpl at e=DAGROLE becones tenpl at e=ORGRCLE

Addi tional mappings for attributes are defined in Appendix B.

Note that the search types used in the DAGIP are not all required by
t he Whoi s++ syntax. Therefore, some Woi s++ WDSPs may be using
servers that do not support searches other than "exact" and "Istring"
(the search types required by the Woi s++ protocol standard). The
Whoi s++ DAG CAP may

- send the DAG | P query as constructed (e.g., wth
"search=substring"), and pass back the "% 502 Search expression too
conmplicated" fromthe WDSP' s server,

- translate the DAG I P query into a construct using only these
search types (which will yield inconplete results, as not al
queries are expressible with those search types),

- attenpt to ascertain what search types are supported by the
renote server and refornul ate using them (e.g., regular
expressions). This would work, but would entail an excessively
conpl i cat ed Whoi s++ DAG SAP, and night not yield any better results
if the renote server doesn’'t support any optional search types.

5.10.3 Transl ati on of Whois++ results to DAG I P

Any referrals that the renmote WDSP server returns are pursued,
following the usual Wois++ (client) fashion, by the Wois++ DAG SAP

If it is not possible to establish a Wiois++ session with the renote
server, or if the session is interrupted, before results are
received, the DAG SAP will itself return no results and an error
nmessage, i ncluding

% 403 | nformati on Unavai | abl e<NL>
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If the renpte server issues any other Whois++ error nessage and does

not yield any results, the renote server’s error nessage will be
included in the DAG SAP's own error nessage; no results will be
returned.

If results are successfully received fromthe renote server, they
will be expressed using the DAGIP -- essentially passing through
all FULL response information received fromthe renote server, napped
into the DAGSchema using the mappi ngs defined in Appendi x A

5.11 LDAPv2 DAG SAP
5.11. 1 | nput

The LDAPv2 DAG SAP expects valid DAG | P conmuni cations. Queries nust
include referral information (see below) and search terns that
conformto the DAG al |l owed query types (e.g., not searches for

organi zation al one, etc).

The referral information is added to the end of the DAG SAP query, as
defined in the DAG CAP definition sections (as additional terms in
the DAG | P query):

":host=" quot ed- host nane
quot ed-serverinfo "

; port=" nunber ";server-info="
: charset =" char set

5.11.2 Translation fromDAGIP to LDAPv2 query

The HOST and PORT information are used to make a TCP/ | P-based
connection to the renote (presuned) LDAPv2 server. The DAG SAP will
establish a connection with the renote server, follow ng standard
LDAPv2 message exchanges.

The search request itself will be constructed fromthe DAG | P query
(W thout the HOST, SERVER-INFO and PORT terns) as follows:

Sear chRequest :: =
[ APPLI CATI ON 3] SEQUENCE {

basej ect LDAPDN, -- fromthe DAG I P query
scope basebj ect (0) 1},
deref Ali ases ENUVERATED ({
never Der ef Al i ases (0),
der ef I nSear chi ng (1),
der ef Fi ndi ngBase(bj (2),
der ef Al ways (3)
sizeLimt I NTEGER (O .. maxlnt),
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timeLimt I NTEGER (O .. nmaxlnt),
attrsOnly FALSE
filter Filter,

attri butes

}
Filter ::=
CHO CE {
and [ 0]
or [1]
not [ 2]
substrings [ 4]
}
SubstringFilter
SEQUENCE {
type
SEQUENCE OF CHA CE {
substrings initial
substrings any
substrings fina
}
wher e and,

of the DAG I P query.

[ O]
[ 1]
[ 2]

SEQUENCE OF Attri buteType
al |
equi valents in
standard LDAP schena

DAGschema attri butes
t he defi ned

SET OF Filter,
SET OF Filter,
Filter,
SubstringFilter,

AttributeType,

LDAPSt ri ng,
LDAPSt ri ng,
LDAPSt ri ng}

2000

or and not filters are constructed to preserve the logic

For the purposes of matching token-based DAG | P queries to reasonable

LDAP queri es, al
substri ng searches.
t oken boundari es,

So, for exanple,

searches shoul d be passed to the LDAP WDSP as
The WDSP results rnust then be pruned to respect
wher e necessary.

the DAG | P query

FN=Foo\ Bar and ORG=Thi nki ng\ Cat: sear ch=substri ng<NL>

woul d be sent to the designated LDAP WDSP as

(& (fn=*Foo Bar*) (o=*Thinking Cat*) (objectclass=person))

Interestingly, the query

FN=Foo\ Bar and ORG=Thi nki ng\ Cat: search=exact <NL>

woul d al so be sent to the designated LDAP WDSP as
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(& (fn=*Foo Bar*) (o=*Thinking Cat*) (objectclass=person))

but the WDSPs returned results would have to be pruned to renove any
results that had non-tokenizing characters on either side of "Foo
Bar" and "Thinking Cat".

The final consideration for mapping DAG | P queries into LDAP queries
is the issue of character case. |In LDAP, individual attribute

synt axes define the consideration of case. All of the attributes
used here are case-insensitive in their definitions. Therefore, al
LDAP WDSP queries are inherently case-insensitive; if the DAGIP
query calls for a case-sensitive match, the LDAP DAG SAP will have to
do pruning of the results fromthe DAG SAP.

5.11.3 Transl ati on of LDAPv2 results to DAG I P

If it is not possible to establish an LDAPv2 session with the renote
server, or if the sessionis interrupted before results are received,
or if the renpte server issues any kind of error nmessage and produces
no result, the DAG SAP will itself return no results and an error
nmessage, including

% 403 | nformati on Unavai | abl e<NL>

If results are successfully received fromthe renote server, the
attri butes and values that are provided for each result nessage wl|l
be incorporated into the DAGIP result, according to the schem
mappi ngs laid out in Appendix B.

One particul ar adjustnment nust be done to acconmodate differences
bet ween LDAP and the DAG IP. The attributes on which searches are
keyed ("cn", "I", and "0" in the LDAP schenas) are all defined as
bei ng case-insensitive for equality matching. Thus, if the DAGIP
query includes the constraint "case=consider", the results fromthe
renote server must be post-processed to renove any w ong-cased ones.

TI SDAG. The serverhandl e and | ocal handle in the DAG | P response
shoul d be constructed as foll ows:

serverhandl e i s: <hostnanme-w t hout - peri ods><port> (because
server DN's are not enforceably unique). E.g., a
servi ces. bunyi p. com server on 7778 woul d
becone servi cesbunyi pconvv778.
| ocal handle is: the RDN (relative distinguished nane), wth
spaces replaced by "_" E.g., cn=leslie_daigle
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5.12 LDAPv3 DAG SAP
5.12.1 | nput

The LDAPv3 DAG SAP expects valid DAG | P conmuni cations. Queries nust
include referral information (see below) and search terns that
conformto the DAG al |l owed query types (e.g., not searches for

organi zation al one, etc).

The referral information is added to the end of the DAG SAP query, as
defined in the DAG CAP definition sections:

" host ="
quot ed-serverinfo

guot ed- host nane "; port=" nunber ";server-info="
";charset =" charset

5.12.2 Translation fromDAGIP to LDAPv3 query

The HOST and PORT information are used to make a TCP/ | P-based
connection to the renote (presuned) LDAPv3 server. The DAG SAP will
establish a connection with the renote server, follow ng standard
LDAPv3 nessage exchanges.

The search request itself will be constructed fromthe DAG | P query
(W thout the HOST, SERVER-INFO and PORT terns) as follows:

Sear chRequest :: =
[ APPLI CATI ON 3] SEQUENCE {

basej ect LDAPDN, -- fromthe DAG I P query

scope basebj ect (0) 1},

deref Al i ases ENUVERATED ({
never Der ef Al i ases (0),
der ef I nSear chi ng (1),
der ef Fi ndi ngBase(bj (2),
der ef Al ways (3)

1,

sizeLimt I NTEGER (O .. nmaxlnt),

timeLimt I NTEGER (O .. nmaxlnt),

attrsOnly FALSE

filter Filter,

attributes SEQUENCE OF Attri buteType
-- all DAGschenm attributes equivalents in
the defined standard LDAP schena

}

Filter ::=

CHO CE {
and [0] SET OF Filter,
or [1] SET OF Filter,
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not [2] Filter,
substrings [4] SubstringFilter,
}
SubstringFilter
SEQUENCE {
type AttributeType,
SEQUENCE OF CHO CE {
substrings initial [0] LDAPString,
substrings any [1] LDAPStri ng,
substrings final [2] LDAPString}
}

where and, or and not filters are constructed to preserve the logic
of the DAG I P query.

For the purposes of matching token-based DAG | P queries to reasonable
LDAP queries, all searches should be passed to the LDAP WDSP as
substring searches. The WDSP results must then be pruned to respect
t oken boundaries, where necessary.

So, for exanple, the DAGIP query

FN=Foo\ Bar and ORG=Thi nki ng\ Cat: sear ch=substri ng<NL>

woul d be sent to the designated LDAP WDSP as

(& fn=*Foo Bar*) (o=*Thi nki ng Cat*) (obj ect C ass=person))

Interestingly, the query

FN=Foo\ Bar and ORG=Thi nki ng\ Cat: sear ch=exact <NL>

woul d al so be sent to the designated LDAP WDSP as

(& fn=*Foo Bar*) (o=*Thi nki ng Cat*) (obj ect C ass=person))

but the WOSP's returned results would have to be pruned to renmove any
results that had non-tokenizing characters on either side of "Foo
Bar" and "Thinking Cat".

The final consideration for nmapping DAG I P queries into LDAP queries
is the issue of character case. |In LDAP, individual attribute

synt axes define the consideration of case. All of the attributes
used here are case-insensitive in their definitions. Therefore, al
LDAP WDSP queries are inherently case-insensitive; if the DAGIP

query calls for a case-sensitive nmatch, the LDAP DAG SAP will have to
do pruning of the results fromthe DAG SAP.
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5.12.3 Transl ati on of LDAPv3 results to DAG I P

Any referrals that the remote WDSP server returns are pursued,
follow ng the usual LDAPv3 (client) fashion, by the LDAPv3 DAG SAP

If it is not possible to establish an LDAPv3 session with the renote
server, or if the sessionis interrupted before results are received,
or if the renpte server issues any kind of error nmessage and produces
no result, the DAG SAP will itself return no results and an error
nmessage, including

% 403 | nformati on Unavai | abl e<NL>

If results are successfully received fromthe renote server, the
attri butes and values that are provided for each result nessage wl|l
be incorporated into the DAGIP result, which will be expressed using
the DAG I P and scherma nappings as outlined in Appendix A

One particul ar adjustnment nmust be done to acconmpdate differences
bet ween LDAP and the DAG IP. The attributes on which searches are
keyed ("cn", "I", and "0" in the LDAP schenas) are all defined as
bei ng case-insensitive for equality matching. Thus, if the DAGIP
query includes the constraint "case=consider", the results fromthe
renote server must be post-processed to renove any w ong-cased ones.

TI SDAG. The serverhandl e and | ocal handle in the DAG I P response
shoul d be constructed as foll ows:

- serverhandl e is: <hostname-w t hout - peri ods><port> (because
server DN's are not enforceably unique). E. g., a
servi ces. bunyi p. com server on 7778 woul d becone
servi cesbunyi pcon7778.

- localhandle is: the RDN (relative distinguished nane), wth
spaces replaced by "_" E.g., cn=leslie_daigle

5.13 Exanpl e Queries

The followi ng sanpl e end-user queries illustrate some of the nore
delicate steps of query/schema senmantics translations in the DAG
system

N.B.: the data presented in these exanples is often sensel ess,

provided only to serve as illustrations of matching on word-ordering,
case sensitivity, etc.

Dai gl e & Hedberg I nf or mat i onal [ Page 64]



RFC 2967 TI SDAG Cct ober 2000

5.13.1 A Wioi s++ Query
What the Whoi s++ DAG CAP Recei ves
In this exanple, the \Wois++ DAG CAP receives the foll ow ng query:
nane=t hi nki ng and name=cat : sear ch=exact ; case=consi der <NL>
The expected answer can be described as:

Any USER tenplates that contain the tokens "thinking" and "cat" in a

nane attri bute.
For exanmpl e:
D fferent records:

nanme: the thinking cat
nanme: subline cat thinking

or a single record with 2 or nore nane attributes

nanme: thinking felines
nane: erudite cat

but not

nanme: Thinking Cat Enterprises

This last record would not match because the query called for case
sensitivity, and the case of the name attribute s val ue does not
mat ch the query.

What the Whoi s++ DAG CAP sends to the Referral I|ndex

After schema translation, this is sent to the Referral |ndex as:

f n=t hi nki ng and fn=cat: search=exact <NL>

What t he Whoi s++ DAG CAP Sends to an LDAP DAG SAP

Note that the \Whoi s++ DAG CAP will never interact with a Wois++
DAG SAP as the Whois++ referrals returned by the Referral Index are
passed directly back to the Wois++ client.

The WWhoi s++ DAG CAP shoul d send the sanme substantive query to the

DAG SAP as it sent to the Referral |ndex, except that it can include
the case sensitivity constraint:
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fn=t hi nki ng and f n=cat: sear ch=exact ; case=consi der <NL>

which will be translated by the DAG SAP into an LDAP query of the
form

(& cn=*t hi nki ng*) (cn=*cat *) (obj ect cl ass=i net Or gPer son))
which will match a record with:

cn: Thi nking
cn: Cat

(i.e., 2 different cn attributes, with the 2 val ues; LDAP defines
case sensitivity matching by the schema attribute definition).

or a record with:
cn: | wish | had a thinking dog and a singing cat

The first record should be pruned by the LDAP DAG SAP, in order to
respect the semantics of the DAG | P query.

5.13.2 An LDAP Query
What the LDAP DAG CAP Recei ves

In this exanple, the LDAP DAG CAP receives the follow ng query
(using RFC1960 notation):

(& (cn=th*c*t) (o=green groceries) (objectC ass=person))

What the LDAP user is looking for, with this query, is all records
within the "green groceries" organization that have a cn attribute
starting with "th", ending with "t", and having a "c" sonmewhere in
the m ddl e.

cn values that would match this include:
cn: thinkingcat
cn: Thinki ng Cat

cn: The Bl ack Cat
cn: Thi ck Mat
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5.13.3 What the LDAP DAG CAP sends to the Referral |ndex

The LDAP DAG CAP nust formnul ate a token-based query to the Referral
Index that will not inadvertently exclude records that woul d match.
The first challenge lies in the fact that the "*" characters in the
LDAP string-based query can cover token-boundari es.

A suitable query to the Referral |ndex woul d be:

FN=t h AND FN=C AND FN=T AND ORG=gr een AND
ORG=gr oceri es: sear ch=substri ng<NL>

This will generate sone false positive referrals, directing the query
to WDSPs containing records with the following attribute values (the
match letters are in capitals for ease of identification):

cn: wi TH three bl aCk poTs

0: peaGREEN and cyan CROCERI ES
0: GROCERI ES are GREENer than el ectronics

Al ternative approaches include breaking the original query into
several queries to the referral index in such a way that the DAG CAP
can use only those referrals that appear in all the Referral Index
responses. However, this is

overkill -- the purpose of the Referral Index is to give direction on
where there may be nore information

difficult to code into the DAG CAP in a general way -- it has to
identify, by LDAP query type, when and how to do so

likely to generate Referral Index queries that are conplex and tine-
consuming to process.

What t he LDAP DAG CAP Sends to a Woi s++ DAG SAP

The LDAP DAG CAP may send the sane query to a Whoi s++ DAG SAP as it
sent to the Referral Index. False positives here nean results that
are not expected as a match by the LDAP client. The LDAP DAG CAP
shoul d prune these results fromthe information returned by the
Whoi s++ DAG SAP.

O it mght rewite the query into:

FN=t h; search=I stri ng AND FN=C; sear ch=substri ng AND
FN=T; search=t stri ng AND ORG=gr een AND ORG=gr oceri es: case=i gnor e<NL>
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What t he LDAP DAG CAP Sends to an LDAP DAG SAP

As an architectural principle, it is never wong to send the sane
query to a DAG SAP as was fornulated for the Referral Index. It is
al so noteworthy to keep in nenory that all DAG SAPs are handl ed equal
by all DAG CAPs therefore a LDAP DAG CAP will not need to send a
different query to a LDAP DAG SAP then it would to any ot her DAG SAP.

So in this case the LDAP DAP- CAP coul d either send the sane query to
the LDAP DAG SAP as it sent to the Referral Index or it could send

t he augnented version that is allowed to be use with the DAG SAPs,
nanel y:

FN=t h; search=I stri ng AND FN=C; sear ch=substri ng AND
FN=T; search=t stri ng AND ORG=gr een\ groceries: case=i gnor e<NL>

Note that this will be translated, by the LDAP DAG SAP, into a query
of the form

(&(cn=*th*)(cn=*c*)(cn=*t*) (0=*green groceries*)
(obj ect O ass=person))

which is still nore general than the original query.

Note the translation from"FN=th;search=lstring"” into "cn=*th*".
This is necessary, as the DAGIP Istring constraint is based on

t okens, whereas "cn=th*" refers to the beginning of the attribute’'s
val ue (phrase, not token). The DAG SAP shoul d therefore prune out
any results that include things like "oTHer plaCes for visiTors" in
order to match the semantics of the DAGIP query it received.

The DAG CAP shoul d then prune those results to match the semantics of
the original LDAP query.

6.0 Service Specifications

6.1 Overview
To satisfy the requirements laid out for the Tl SDAG project, the
software built for the DAG system nust be able to neet the follow ng
servi ce specifications:
- primary designated DAG CAPs of all types (but not necessarily

secondary ones set up for |oad-bal ancing) nust be available to
provide service or redirect queries on a 7x24 basis.
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- in general, responses to queries should be available in under 10
seconds; very generalized queries (i.e., when the user truly cannot
speci fy enough information to focus the search) can be deferred to
take nmuch | onger (having results is nore inportant than having a
qui ck answer)

- the data provided fromeach WDSP shoul d be updated in the DAG at
| east once every 7 days

6.2 WDSP Participation

WDSPs who wi sh to participate in the DAG system do so by providing
DAG conpati bl e access to their service, where DAG conpati bl e neans:

- access in (exactly) one of LDAPv2, LDAPv3, or Whoi s++
- 7x24 service for responding to referrals generated in the DAG
core (nminimally) weekly updates of the index object describing the
i nformation their service indexes
- use of USER and ROLE tenpl ates for Wois++ servers
- use of inetorgperson and organi zati onal rol e obj ectcl asses for
LDAP servers

To 